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Affected Product Suse 

Severity High 

Affected Vulnerability Multiple Vulnerabilities    

Description 

Suse has released security updates addressing multiple vulnerabilities that exist in their products. 
Exploitation of these vulnerabilities may lead to NULL pointer dereferences, Use-after-free 
conditions, Memory leakage, Denial of Service. 
 

Suse advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 

openSUSE Leap 15.5 
SUSE Linux Enterprise High Performance Computing 15 SP5 
SUSE Linux Enterprise Live Patching 15-SP5 
SUSE Linux Enterprise Micro 5.1, 5.2, 5.5 
SUSE Linux Enterprise Micro for Rancher 5.2 
SUSE Linux Enterprise Real Time 15 SP5 
SUSE Linux Enterprise Server 15 SP5 
SUSE Linux Enterprise Server for SAP Applications 15 SP5 
SUSE Real Time Module 15-SP5 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 
 https://www.suse.com/support/update/announcement/2024/suse-su-20241465-1/ 

 https://www.suse.com/support/update/announcement/2024/suse-su-20241466-1/  

 

Affected Product IBM 

Severity High, Medium 

Affected Vulnerability 

Multiple Vulnerabilities  (CVE-2023-46136, CVE-2023-25577, CVE-2023-23934, CVE-2019-14322, 
CVE-2016-10516, CVE-2024-28849, CVE-2020-28493, CVE-2024-22195, CVE-2016-10745, CVE-2023-
30861, CVE-2019-1010083, CVE-2018-1000656, CVE-2020-25032, CVE-2022-31117, CVE-2022-
31116, CVE-2021-45958, CVE-2022-40897, CVE-2023-32681, CVE-2018-18074, CVE-2023-26159, 
CVE-2024-20952, CVE-2024-20918, CVE-2024-20921, CVE-2024-20919, CVE-2024-20926, CVE-2024-
20945, CVE-2023-38002)  

Description 

IBM has released security updates addressing multiple vulnerabilities that exist in IBM QRadar 
Assistant and IBM Storage Scale. An attacker could exploit these vulnerabilities to cause Security 
restriction bypass, Sensitive information collection, Denial of Service, Directory traversal. 
 

IBM advises to apply security fixes at your earliest to protect systems from potential threats. 
 

Affected Products 
IBM QRadar Assistant  1.0.0 - 3.6.1 
IBM Storage Scale  5.1.0.0 - 5.1.9.2 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 

 https://www.ibm.com/support/pages/node/7149736 

 https://www.ibm.com/support/pages/node/7149707 

 https://www.ibm.com/support/pages/node/7149699  

 

 

Disclaimer 

The information provided herein is on "as is" basis, without warranty of any kind. FinCSIRT highly recommend to follow the company 

policies and procedures when applying the necessary patches with thorough testing and ensuring proper roll-back capabilities exists. 
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