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Overview 
 

 

High 
ASUS Live Update 

Tool 

▪  Malicious Code Implant 

Description / 

Impact 

 

ASUS Live 

Update Tool 

•  Advance Persistent Threat (APT) groups have managed to attack ASUS 

Live Update tool servers and implant a malicious code. In response to 

this attack, ASUS has introduced multiple security verification 

mechanisms to prevents any such future attacks. 

•  Affected Products: Versions prior to 3.6.8 

•  Officially Acknowledged by the Vendor:  Yes 

Additional 

Information 

Visit the links below and follow the instructions given by respective vendors. 

ASUS Live Update 

Tool 

• https://www.asus.com/News/hqfgVUyZ6uyAyJe1 

 

Disclaimer 
The information provided herein is on "as is" basis, without warranty of any kind. 
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