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Overview   

Product Severity Vulnerability 

SonicWall Medium Information Disclosure Vulnerability 

 

Description 

  

Affected Product SonicWall 

Severity Medium 

Affected Vulnerability Information Disclosure Vulnerability (CVE-2023-0655) 

Description 

SonicWall has released a security update addressing an Information Disclosure Vulnerability that 
exist in SonicWall Email Security. If exploited, a remote unauthenticated attacker is permitted 
access to an error page that includes sensitive information about users email addresses. 
 

SonicWall recommends to apply necessary fixes to avoid issues. 
 

Affected Products Email Security 10.0.19.7431 and earlier versions 

Officially Acknowledged by 

the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2023-0002 

 

 

Disclaimer 

The information provided herein is on "as is" basis, without warranty of any kind. FinCSIRT highly recommend to follow the company 

policies and procedures when applying the necessary patches with thorough testing and ensuring proper roll-back capabilities exists. 
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