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Overview

Product ‘ Severity Vulnerability

Redhat ‘ Critical Multiple Vulnerabilities ‘

Description

Affected Product Redhat

Severity Critical

Multiple Vulnerabilities (CVE-2017-12629, CVE-2018-1000134, CVE-2019-19919, CVE-2019-
20920, CVE-2019-20922, CVE-2021-23369, CVE-2021-23383, CVE-2021-26291)

Affected Vulnerability

Redhat has released a security update addressing multiple vulnerabilities in their products. If
exploited these vulnerabilities could cause arbitrary code execution, denial of service, remote

o code execution.
Description

Redhat highly recommends to apply the necessary patch updates at your earliest to avoid
issues.

Affected Products Red Hat JBoss Middleware Text-Only Advisories for MIDDLEWARE 1 x86_64

Officially Acknowledged by
the Vendor

Patch/ Workaround Released Yes

https://access.redhat.com/errata/RHSA-2023:1334

Yes

Disclaimer

The information provided herein is on "as is" basis, without warranty of any kind. FinCSIRT highly recommend to follow the company
policies and procedures when applying the necessary patches with thorough testing and ensuring proper roll-back capabilities exists.

Financial Sector Computer Security Incident Response Team (FinCSIRT)
LankaPay Pvt Ltd, Level 18, Bank of Ceylon Head Office, BOC Square, 01 Bank of Ceylon Mawatha, Colombo 00100, Sri Lanka
Hotline: + 94 112039777

Public Circulation Permitted | Public Report incidents to incident@fincsirt.lk TLP: WHITE


mailto:incident@fincsirt.lk

