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Affected Product Microsoft 

Severity Low 

Affected Vulnerability Information Disclosure Vulnerability (CVE 2023 28303) 

Description 

Microsoft has released a security update addressing an Information Disclosure Vulnerability 

that exist in the snipping tool.  

CVE 2023 28303 – An information disclosure vulnerability that is exploitable under certain 

specific conditions.  

1. The user must take a screenshot, saved it to a file, modify the file, and then save the 

modified file to the same location. 

2. The user must open an image in Snipping Tool, modify the file, and then save the 

modified file to the same location. 

When an existing image is partially overwritten, an attacker may be able to recover parts of 

the original image through the use of a special tool leading to information disclosure.  

Microsoft recommends to install necessary patch updates that can be downloaded through the 

Microsoft store to avoid issues.  

Affected Products Snip and Sketch on Windows 10, versions prior to 10.2008.3001.0 
Snipping Tool on Windows 11, versions prior to 11.2302.20.0 

Officially Acknowledged by 

the Vendor 
Yes 

Patch/ Workaround Released Yes  

Reference https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-28303 

 

Disclaimer 

The information provided herein is on "as is" basis, without warranty of any kind. FinCSIRT highly recommend to follow the company 

policies and procedures when applying the necessary patches with thorough testing and ensuring proper roll-back capabilities exists. 
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