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Overview

Product ‘ Severity Vulnerability

Redhat High Multiple Vulnerabilities
Description

Affected Product Redhat

Severity High

Multiple Vulnerabilities (CVE-2020-36518, CVE-2021-0341, CVE-2021-37136, CVE-2021-37137, CVE-
Affected Vulnerability 2021-46877, CVE-2022-24823, CVE-2022-36944, CVE-2022-40149, CVE-2022-40150, CVE-2022-
42003, CVE-2022-42004, CVE-2023-0833, CVE-2023-1370)

Red Hat Product Security has released a security update for Red Hat AMQ Streams 2.4.0, which is
Description based on the Apache Kafka project. This update addresses several security vulnerabilities and

includes bug fixes and enhancements.

Redhat recommends to apply the necessary patch updates at your earliest to avoid issues.
Affected Products Red Hat JBoss Middleware Text-Only Advisories for MIDDLEWARE 1 x86_64

Officially Acknowledged
by the Vendor

Patch/ Workaround
Yes
Released

https://access.redhat.com/errata/RHSA-2023:3223

Disclaimer

Yes

The information provided herein is on "as is" basis, without warranty of any kind. FinCSIRT highly recommend to follow the company
policies and procedures when applying the necessary patches with thorough testing and ensuring proper roll-back capabilities exists.
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