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‘ Severity Vulnerability

‘ Critical Multiple Vulnerabilities

Juniper

Critical

Multiple Vulnerabilities (CVE-2023-22045, CVE-2023-22049, CVE-2023-26049, CVE-2023-32233,
CVE-2023-34040, CVE-2023-35001, CVE-2023-36478, CVE-2023-36479, CVE-2023-40167, CVE-2023-
40787, CVE-2023-41080, CVE-2023-41835, CVE-2023-42795, CVE-2023-44487, CVE-2023-45648,
CVE-2023-46589, CVE-2023-46604, CVE-2023-47146)

Juniper has released a security update addressing multiple vulnerabilities in Juniper Secure
Analytics. The exploitation of these vulnerabilities could lead to unauthorized access to the
network, Remote Code Execution, Improper Input Validation, Denial of Service, SQL injections.

Juniper highly recommends to apply the necessary patch updates at your earliest to avoid issues.

Juniper Secure Analytics (JSA) v7.5.0. UP7 and prior versions

Yes

Yes

https://supportportal.juniper.net/s/article/2023-12-Security-Bulletin-JSA-Series-Multiple-
vulnerabilities-resolved?language=en_US

The information provided herein is on "as is" basis, without warranty of any kind. FinCSIRT highly recommend to follow the company
policies and procedures when applying the necessary patches with thorough testing and ensuring proper roll-back capabilities exists.
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