Advisory Alert

Alert Number: AAA20240108 Date: January 8, 2024

Document Classification Level : Public Circulation Permitted | Public

Information Classification Level : TLP: WHITE
Overview
Product ‘ Severity Vulnerability
High,
Qnap y Multiple Vulnerabilities
Ubuntu Multiple Vulnerabilities
Description

Affected Product QNAP
Severity High, ,

Multiple Vulnerabilities (CVE-2023-41289, CVE-2023-39296, CVE-2023-39294, CVE-2023-47559,
Affected Vulnerability CVE-2023-47560, CVE-2023-47219, CVE-2023-41287, CVE-2023-41288, CVE-2022-43634, CVE-2023-

45039, CVE-2023-45040, CVE-2023-45041, CVE-2023-45042, CVE-2023-45043, CVE-2023-45044)

QNAP has released security updates addressing multiple vulnerabilities that exist in their products.
Exploitation of these vulnerabilities by an attacker may lead to System crash, Malicious code

Description injection and Command execution.

QNAP recommends to apply the necessary security updates at your earliest to avoid issues.

QcalAgent 1.1.x
QTS 5.1.x

Affected Products QuTS hero h5.1.x
QuMagie 2.2.x
Video Station 5.7.x

Officially Acknowledged Yes
by the Vendor

Patch/ Workaround
Yes
Released
https://www.gnap.com/en/security-advisory/qsa-23-34
https://www.gnap.com/en/security-advisory/qsa-23-64
https://www.gnap.com/en/security-advisory/qsa-23-54
https://www.gnap.com/en/security-advisory/qsa-23-23
Reference X X
https://www.gnap.com/en/security-advisory/qsa-23-32
https://www.gnap.com/en/security-advisory/qsa-23-55
https://www.gnap.com/en/security-advisory/qsa-23-22
https://www.gnap.com/en/security-advisory/qsa-23-27
Affected Product Ubuntu

Severity

Multiple Vulnerabilities (CVE-2023-39189, CVE-2023-39193, CVE-2023-5178, CVE-2023-39194, CVE-
Affected Vulnerability 2023-37453, CVE-2023-42754, CVE-2023-3773, CVE-2023-39198, CVE-2023-5717, CVE-2023-39192,
CVE-2023-5158)

Ubuntu has released security updates addressing multiple vulnerabilities that exist in their
products. Exploitation of these vulnerabilities could lead to sensitive Information disclosure, denial

Description of service, arbitrary code execution.

Ubuntu recommends to apply the necessary security updates at earliest to avoid issues.

Affected Products Ubuntu 22.04
Offici

icially Acknowledged Yes
by the Vendor
Patch/ Workaround

Yes
Released
https://ubuntu.com/security/notices/USN-6549-4

Disclaimer

The information provided herein is on "as is" basis, without warranty of any kind. FinCSIRT highly recommend to follow the company
policies and procedures when applying the necessary patches with thorough testing and ensuring proper roll-back capabilities exists.
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