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Oracle

Critical

Multiple Vulnerabilities (CVE-2023-40414, CVE-2023-6816, CVE-2022-37026)

Oracle has released security updates addressing multiple vulnerabilities that exist in Oracle Linux
and Third Party components used in Oracle products. These vulnerabilities could be exploited by
malicious users to compromise the affected system.

Oracle advises to apply security fixes at your earliest to protect systems from potential threats.

Oracle Linux 9
Oracle Solaris 11.4

Yes

Yes

e https://www.oracle.com/security-alerts/linuxbulletinapr2024.html
e https://www.oracle.com/security-alerts/bulletinapr2024.html

Dell

High

Multiple Vulnerabilities (CVE-2024-20918, CVE-2024-20919, CVE-2024-20921, CVE-2024-20922,
CVE-2024-20923, CVE-2024-20925, CVE-2024-20926, CVE-2024-20932, CVE-2024-20945, CVE-2024-
20952, CVE-2024-28974)

Dell has released security updates addressing multiple vulnerabilities that exist in Data Protection
Advisor and Dell PowerProtect appliances. These vulnerabilities could be exploited by malicious
users to compromise the affected system.

Dell advises to apply security fixes at your earliest to protect systems from potential threats.

Dell Protection Advisor Versions 19.5 through 19.9
PowerProtect DP Series Appliance Version 2.7.6 and prior

Yes

Yes

https://www.dell.com/support/kbdoc/en-us/000225088/dsa-2024-192-security-update-for-data-
protection-advisor-and-powerprotect-dp-series-appliance-idpa-for-multiple-vulnerabilities
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Disclaimer

SUSE

High

Multiple Vulnerabilities

SUSE has released security updates addressing multiple vulnerabilities that exist in their products.
These vulnerabilities could be exploited by malicious users to compromise the affected system.

SUSE advises to apply security fixes at your earliest to protect systems from potential threats.

Basesystem Module 15-SP5

Development Tools Module 15-SP5

Legacy Module 15-SP5

openSUSE Leap 15.5

SUSE Linux Enterprise Desktop 15 SP5

SUSE Linux Enterprise High Availability Extension 15 SP5
SUSE Linux Enterprise High Performance Computing 15 SP5
SUSE Linux Enterprise Live Patching 15-SP5

SUSE Linux Enterprise Micro 5.5

SUSE Linux Enterprise Real Time 15 SP5

SUSE Linux Enterprise Server 15 SP5

SUSE Linux Enterprise Server for SAP Applications 15 SP5
SUSE Linux Enterprise Workstation Extension 15 SP5

Yes

Yes

https://www.suse.com/support/update/announcement/2024/suse-su-20241787-1/

Oracle

High, ,

Multiple Vulnerabilities

Oracle has released security updates addressing multiple vulnerabilities that exist in Oracle Linux
and Third Party components used in Oracle products. These vulnerabilities could be exploited by
malicious users to compromise the affected system.

Oracle advises to apply security fixes at your earliest to protect systems from potential threats.

Oracle Linux 7, 8,9
Oracle Solaris 11.4

Yes

Yes

e https://www.oracle.com/security-alerts/linuxbulletinapr2024.html
e https://www.oracle.com/security-alerts/bulletinapr2024.html

The information provided herein is on "as is" basis, without warranty of any kind. FinCSIRT highly recommend to follow the company
policies and procedures when applying the necessary patches with thorough testing and ensuring proper roll-back capabilities exists.
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