Advisory Alert

Alert Number: AAA20240603 Date: June 3, 2024

Document Classification Level : Public Circulation Permitted | Public

Information Classification Level : TLP: WHITE|

Overview

Product ‘ Severity Vulnerability

Red Hat High Multiple Vulnerabilities
Description

Affected Product Red Hat

Severity High

Affected Vulnerability Multiple Vulnerabilities (CVE-2023-52578, CVE-2024-1086, CVE-2023-2166, CVE-2023-2176)

Red Hat has released security updates addressing multiple vulnerabilities that exist in their
products. These vulnerabilities could be exploited by malicious users to cause Use After Free, NULL

Description Pointer Dereference, Out Of Bound Read.

Red Hat advises to apply security fixes at your earliest to protect systems from potential threats.

Red Hat Enterprise Linux Server - AUS 8.2 x86_64, AUS 8.4 x86_64, TUS 8.4 x86_64

Red Hat Enterprise Linux Server for Power LE - Update Services for SAP Solutions 8.4 ppc64le
Affected Products Red Hat Enterprise Linux for x86_64 - Update Services for SAP Solutions 8.4 x86_64

Red Hat Enterprise Linux for Real Time - Telecommunications Update Service 8.4 x86_64

Red Hat Enterprise Linux for Real Time for NFV - Telecommunications Update Service 8.4 x86_64

Officially Acknowledged
by the Vendor

Patch/ Workaround
Released

Yes

Yes

e  https://access.redhat.com/errata/RHSA-2024:3528
Reference e  https://access.redhat.com/errata/RHSA-2024:3529
e https://access.redhat.com/errata/RHSA-2024:3530

Disclaimer

The information provided herein is on "as is" basis, without warranty of any kind. FinCSIRT highly recommend to follow the company
policies and procedures when applying the necessary patches with thorough testing and ensuring proper roll-back capabilities exists.
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