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Affected Product Hitachi 

Severity High, Medium, Low 

Affected Vulnerability 

Multiple Vulnerabilities (CVE-2024-30063, CVE-2024-30065, CVE-2024-30066, CVE-2024-30067, 
CVE-2024-30068, CVE-2024-30069, CVE-2024-30077, CVE-2024-30078, CVE-2024-30080, CVE-2024-
30082, CVE-2024-30084, CVE-2024-30086, CVE-2024-30087, CVE-2024-30088, CVE-2024-30090, 
CVE-2024-30091, CVE-2024-30093, CVE-2024-30094, CVE-2024-30095, CVE-2024-30097, CVE-2024-
30099, CVE-2024-35250) 

Description 

Hitachi has released security updates addressing multiple vulnerabilities that exist in their 
products. These vulnerabilities could be exploited by malicious users to cause Remote Code 
Execution, Denial of Service, Information Disclosure, Privilege Escalation. 
 

Hitachi advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 

Hitachi Virtual Storage Platform 5200, 5600, 5200H, 5600H 
Hitachi Virtual Storage Platform 5100, 5500, 5100H, 5500H 
Hitachi Virtual Storage Platform G1000, G1500 
Hitachi Virtual Storage Platform F1500 
Hitachi Virtual Storage Platform VX7 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://www.hitachi.com/products/it/storage-solutions/sec_info/2024/06.html#product 

 

 

Disclaimer 

The information provided herein is on "as is" basis, without warranty of any kind. FinCSIRT highly recommend to follow the company 

policies and procedures when applying the necessary patches with thorough testing and ensuring proper roll-back capabilities exists. 
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