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Disclaimer

HPE

Critical

Denial of Service Vulnerability (CVE-2024-42500)

HPE has released security updates addressing a Denial of Service Vulnerability that exists in in HPE
HP-UX System's Network File System (NFSv4) services.

HPE advises to apply security fixes at your earliest to protect systems from potential threats.

HP-UX 11i v3 ONC and NFS Software - Prior to B.11.31.24

Yes

Yes

https://support.hpe.com/hpesc/public/docDisplay?docld=hpesbux04697en_us&docLocale=en_US

Dell

Critical

Multiple Vulnerabilities (CVE-2023-52425, CVE-2023-52355, CVE-2024-25062, CVE-2023-52426)

Dell has released security updates addressing multiple vulnerabilities that exist in third party
products that in turn affect Dell products. These vulnerabilities could be exploited by malicious
users to compromise the affected system.

Dell advises to apply security fixes at your earliest to protect systems from potential threats.

Dell ThinOS - Liquidware_Stratusphere_UX_Connector_ID_Agent_6.7.0.2.2 on ThinOS 2405
Dell ThinOS - Cisco_Jabber_14.3.0.308378.11 on Thin OS 2405

Yes

Yes

https://www.dell.com/support/kbdoc/en-us/000228411/dsa-2024-387

Dell

High

Multiple Vulnerabilities (CVE-2024-39583, CVE-2024-39581, CVE-2024-39580, CVE-2024-39574,
CVE-2024-39582)

Dell has released security updates addressing multiple vulnerabilities that exist in Dell PowerScale
InsightlQ. These vulnerabilities could be exploited by malicious users to compromise the affected
system.

Dell advises to apply security fixes at your earliest to protect systems from potential threats.

Dell PowerScale InsightlQ Versions 5.0 through 5.1

Yes

Yes

https://www.dell.com/support/kbdoc/en-us/000228412/dsa-2024-360-security-update-for-dell-
powerscale-insightig-for-multiple-security-vulnerabilities

HPE

Denial of Service Vulnerability (CVE-1999-0195)

HPE has released security updates addressing a Denial of Service Vulnerability that exists in HPE
HP-UX System's remote procedure call (RPC) services. If exploited it could allow attackers to
register or unregister RPC services or spoof RPC services using a spoofed source IP address such as
127.0.0.1.

HPE advises to apply security fixes at your earliest to protect systems from potential threats.

HP-UX 11i v3 ONC and NFS Software - Prior to B.11.31.24

Yes

Yes

https://support.hpe.com/hpesc/public/docDisplay?docld=hpesbux04685en_us&doclLocale=en_US

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to
apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems

from potential threats.
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