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IBM

High, ,

Multiple Vulnerabilities (CVE-2024-36005, CVE-2021-46939, CVE-2024-36000, CVE-2023-52463,
CVE-2024-26925, CVE-2024-7348, CVE-2024-36883, CVE-2024-26665, CVE-2024-21094, CVE-2024-
21085, CVE-2024-21011, CVE-2023-38264)

IBM has released security updates addressing multiple vulnerabilities that exist in their products.
These vulnerabilities could be exploited by malicious users to cause Arbitrary Code Execution,
Denial of Service, low Integrity Impact and low Availability Impact.

IBM advises to apply security fixes at your earliest to protect systems from potential threats.

IBM Storage Scale System - Versions 6.1.0.0 - 6.1.9.3, 6.2.0.0 - 6.2.1.0
IBM Storage Insights - Data Collector - Versions 20240910 - 0104

Yes

Yes

e  https://www.ibm.com/support/pages/node/7173812
e  https://www.ibm.com/support/pages/node/7173737

NetApp

’

Multiple Vulnerabilities (CVE-2024-21208, CVE-2024-21210, CVE-2024-21217, CVE-2024-21235)

NetApp has released security updates addressing multiple vulnerabilities that exist in their
products. These vulnerabilities could be exploited by malicious users to cause Sensitive Information
Disclosure, Denial of Service, Data Modification.

NetApp advises to apply security fixes at your earliest to protect systems from potential threats.

e Data Infrastructure Insights Storage Workload Security Agent (formerly Cloud Insights
Storage Workload Security Agent)

e OnCommand Insight

e  OnCommand Workflow Automation

Yes

Yes

https://security.netapp.com/advisory/ntap-20241018-0010/

FortiGuard

Initial Release Date 12" June 2023 (AAA20230613)

Information Disclosure Vulnerability (CVE-2023-26207)

FortiGuard has released security updates addressing an information disclosure vulnerability that
exists in their products. This vulnerability could be exploited by malicious users to read certain
passwords in ciphertext.

FortiGuard advises to apply security fixes at your earliest to protect systems from potential threats.

FortiOS 7.2 - 7.2.0 through 7.2.5
FortiOS 7.0 - 7.0.0 through 7.0.15
FortiOS 6.4 - 6.4 all versions

FortiOS 6.2 - 6.2 all versions

FortiOS 6.0 - 6.0 all versions
FortiProxy 7.2 - 7.2.0 through 7.2.1
FortiProxy 7.0 - 7.0.0 through 7.0.7
FortiProxy 2.0 - 2.0.0 through 2.0.12

Yes

Yes

https://www.fortiguard.com/psirt/FG-IR-22-455

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to
apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems

from potential threats.
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