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Description 

 

Affected Product Apache Tomcat 

Severity High 

Affected Vulnerability Multiple Vulnerabilities (CVE-2025-52434, CVE-2025-52520, CVE-2025-53506) 

Description 

Apache has released security updates addressing multiple vulnerabilities that exist in Apache 
Tomcat 9. These vulnerabilities could be exploited by malicious users to cause Denial of Service 
conditions. 
 

Apache advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products Apache Tomcat versions 9.0.0.M1 to 9.0.106 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://tomcat.apache.org/security-9.html#Fixed_in_Apache_Tomcat_9.0.107 

 

Disclaimer 

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to 

apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems 

from potential threats. 
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