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Description 

 

Affected Product NetApp 

Severity High 

Affected Vulnerability Security Update (CVE-2024-2240) 

Description 

NetApp has released security updates addressing a vulnerability that exists in Brocade SAN 

Navigator. 
 

CVE-2024-2240 - Brocade SANnav versions prior to 2.3.1b are susceptible to vulnerability that 
could allow a remote authenticated attacker to execute various attacks. Successful exploitation of 
this vulnerability could lead to disclosure of sensitive information, addition or modification of data, 
or Denial of Service (DoS). 
 

NetApp advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products Brocade SAN Navigator (SANnav) Versions prior to - SANnav 2.4.0 and SANNav 2.3.1b. 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://security.netapp.com/advisory/ntap-20250904-0001 

 

Affected Product Drupal 

Severity Medium 

Affected Vulnerability Security Update (CVE-2025-9954) 

Description 

Drupal has released security updates addressing a vulnerability that exists in Acquia DAM module. 
This vulnerability could be exploited by malicious users to cause access bypass and information 
disclosure. 
 

Drupal advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products Acquia DAM Versions prior to - 1.1.5 for Drupal 8.x 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://www.drupal.org/sa-contrib-2025-105 

 

  

Disclaimer 

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to 

apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems 

from potential threats. 
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