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Description 

 

Affected Product Hitachi 

Severity Critical 

Affected Vulnerability 

Multiple Vulnerabilities (CVE-2025-48807, CVE-2025-49743, CVE-2025-49751, CVE-2025-49761, 
CVE-2025-49762, CVE-2025-50153, CVE-2025-50154, CVE-2025-50155, CVE-2025-50158, CVE-2025-
50159, CVE-2025-50161, CVE-2025-50166, CVE-2025-50167, CVE-2025-50170, CVE-2025-50171, 
CVE-2025-50172, CVE-2025-50173, CVE-2025-50177, CVE-2025-53131, CVE-2025-53132, CVE-2025-
53134, CVE-2025-53135, CVE-2025-53136, CVE-2025-53137, CVE-2025-53140, CVE-2025-53141, 
CVE-2025-53143, CVE-2025-53144, CVE-2025-53145, CVE-2025-53147, CVE-2025-53149, CVE-2025-
53151, CVE-2025-53152, CVE-2025-53154, CVE-2025-53155, CVE-2025-53716, CVE-2025-53718, 
CVE-2025-53721, CVE-2025-53722, CVE-2025-53723, CVE-2025-53724, CVE-2025-53725, CVE-2025-
53726, CVE-2025-53766, CVE-2025-53778, CVE-2025-53789) 

Description 

Hitachi has released security updates addressing multiple vulnerabilities that exist in third party 
products which affect Hitachi Disk Array Systems. These vulnerabilities could be exploited by 
malicious users to compromise the affected system. 
 

Hitachi advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 
Hitachi Virtual Storage Platform 5200, 5600, 5200H, 5600H, 5100, 5500, 5100H, 5500H, G1000, 

G1500, F1500 and VX7  

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://www.hitachi.com/products/it/storage-solutions/sec_info/2025/08.html#product 

 

Affected Product SUSE 

Severity High 

Affected Vulnerability 

Multiple Vulnerabilities (CVE-2022-49980, CVE-2022-50116, CVE-2023-53117, CVE-2024-42265, 

CVE-2024-53093, CVE-2024-53177, CVE-2024-58239, CVE-2025-38180, CVE-2025-38184, CVE-2025-

38323, CVE-2025-38352, CVE-2025-38460, CVE-2025-38498, CVE-2025-38499, CVE-2025-38546, 

CVE-2025-38555, CVE-2025-38560, CVE-2025-38563, CVE-2025-38608, CVE-2025-38617, CVE-2025-

38618, CVE-2025-38644) 

Description 

SUSE has released security updates addressing multiple vulnerabilities that exist in their products. 
These vulnerabilities could be exploited by malicious users to compromise the affected system. 
 

SUSE advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 
openSUSE Leap 15.5 

SUSE Linux Enterprise Micro 5.5 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://www.suse.com/support/update/announcement/2025/suse-su-202503283-1/ 

 

Disclaimer 

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to 

apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems 

from potential threats. 
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