Document Classification Level

Information Classification Level

Advisory Alert

Alert Number: AAA20251024 Date: October 24, 2025

Public Circulation Permitted | Public

TLP: WHITE

Overview
Product Severity Vulnerability
IBM Critical Improper Authorization Vulnerability
SUSE High Multiple Vulnerabilities
High, . A
IBM 's Multiple Vulnerabilities
High,
Ubuntu & Multiple Vulnerabilities
Description

Affected Product
Severity

Affected Vulnerability

Description

Affected Products

Officially Acknowledged
by the Vendor

Patch/ Workaround
Released

Reference

Affected Product
Severity

Affected Vulnerability

Description

Affected Products

Officially Acknowledged
by the Vendor

Patch/ Workaround
Released

Reference

Public Circulation Permitted | Public

IBM

Critical

Improper Authorization Vulnerability (CVE-2025-29927)

IBM has released a security update for an Authorization Bypass vulnerability in Next.js that exists in
their Security QRadar product.

CVE-2025-29927: Next.js is a React framework for building full-stack web applications. Starting in
version 1.11.4 and prior to versions 12.3.5, 13.5.9, 14.2.25, and 15.2.3, it is possible to bypass
authorization checks within a Next.js application, if the authorization check occurs in middleware. If
patching to a safe version is infeasible, it is recommend that you prevent external user requests
which contain the x-middleware-subrequest header from reaching your Next.js application.

IBM advises to apply this security fix at your earliest to protect your systems from potential threats.

IBM Security QRadar Network Threat Analytics Versions 1.0.0 - 1.4.0

Yes

Yes

https://www.ibm.com/support/pages/node/7248935

SUSE

High

Multiple Vulnerabilities

SUSE has released security updates addressing multiple vulnerabilities that exist in their products.

These vulnerabilities could be exploited by malicious users in order to compromise the affected
systems.

SUSE advises to apply these security fixes at your earliest to protect your systems from potential
threats.

openSUSE Leap 15.6

SUSE Linux Enterprise High Performance Computing 15 SP5
SUSE Linux Enterprise Live Patching 15-SP7

SUSE Linux Enterprise Micro 5.5

SUSE Linux Enterprise Real Time 15 SP7

SUSE Linux Enterprise Server 15 SP7

SUSE Linux Enterprise Server for SAP Applications 15 SP7
SUSE Real Time Module 15-SP6

Yes

Yes

e https://www.suse.com/support/update/announcement/2025/suse-su-20253764-1/
e  https://www.suse.com/support/update/announcement/2025/suse-su-20253765-1/
e  https://www.suse.com/support/update/announcement/2025/suse-su-20253762-1/
e  https://www.suse.com/support/update/announcement/2025/suse-su-20253761-1/
e  https://www.suse.com/support/update/announcement/2025/suse-su-20253748-1/
e  https://www.suse.com/support/update/announcement/2025/suse-su-20253755-1/
e  https://www.suse.com/support/update/announcement/2025/suse-su-20253751-1/
e  https://www.suse.com/support/update/announcement/2025/suse-su-20253742-1/
e https://www.suse.com/support/update/announcement/2025/suse-su-20253741-1/
e  https://www.suse.com/support/update/announcement/2025/suse-su-20253740-1/
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Disclaimer

IBM

High,

Multiple Vulnerabilities (CVE-2025-48068, CVE-2025-55163, CVE-2021-4264, CVE-2025-53864, CVE-
2025-48924, CVE-2024-6484, CVE-2024-13009)

IBM has released security updates addressing multiple vulnerabilities that exist in their products.

These vulnerabilities could be exploited by malicious users in order to conduct Denial of Service,
Prototype Pollution, Information Disclosure, Data Modification and Cross Site Scripting.

IBM advises to apply these security fixes at your earliest to protect your systems from potential
threats.

IBM Security QRadar Network Threat Analytics Versions 1.0.0 — 1.4.0
IBM Storage Scale Versions 5.2.2.2 - 5.2.3.3

Yes

Yes

e  https://www.ibm.com/support/pages/node/7248935
e  https://www.ibm.com/support/pages/node/7248973

Ubuntu

High,

Multiple Vulnerabilities

Ubuntu has released a security update addressing vulnerabilities that exist in their products.

These vulnerabilities could be exploited by malicious users in order to compromise the affected
systems.

Ubuntu advises to apply these security fixes at your earliest to protect your systems from potential
threats.

Ubuntu Version 24.04 LTS and 22.04 LTS

Yes

Yes

https://ubuntu.com/security/notices/USN-7835-1

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to
apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems

from potential threats.
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