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Description 

 

Affected Product SUSE 

Severity High 

Affected Vulnerability 
 

Use-after-free Vulnerability (CVE-2022-50252) 
  

Description 

 

SUSE has released a security update addressing a Use-after-free vulnerability that exists in their 
products.  
 

CVE-2022-50252: Avoid potential use-after-free condition under memory pressure. If the kzalloc() 
fails, q_vector will be freed but left in the original adapter->q_vector[v_idx] array position. 
 

SUSE advises to apply this security fix at your earliest to protect your systems from potential 
threats. 
 

Affected Products 

 

SUSE Linux Enterprise High Performance Computing 12 SP5 

SUSE Linux Enterprise Live Patching 12-SP5 

SUSE Linux Enterprise Server 12 SP5 

SUSE Linux Enterprise Server for SAP Applications 12 SP5 
 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 
 

https://www.suse.com/support/update/announcement/2025/suse-su-20253926-1/  
 

 

Affected Product IBM 

Severity High, Medium, Low 

Affected Vulnerability 
 

Multiple Vulnerabilities (CVE-2021-23445, CVE-2025-53066, CVE-2025-53057) 
 

Description 

 

IBM has released a security update addressing multiple vulnerabilities that exist in their products. 
 

CVE-2021-23445: This affects the package datatables.net before 1.11.3. If an array is passed to the 
HTML escape entities function it would not have its contents escaped. 
 

CVE-2025-53066: An unspecified vulnerability in Java SE related to the JAXP component could allow 
a remote attacker to cause high confidentiality impact, no integrity impact, and no availability 
impact. 
 

CVE-2025-53057: An unspecified vulnerability in Java SE related to the Security component could 
allow a remote attacker to cause no confidentiality impact, high integrity impact, and no availability 
impact. 
 

IBM advises to apply these security fixes at your earliest to protect your systems from potential 
threats. 
 

Affected Products 

 

IBM Storage Scale versions 5.2.3.0 to 5.2.3.2 

IBM WebSphere Application Server version 9.0 

IBM WebSphere Application Server version 8.5 

WebSphere Application Server – Liberty | Continuous delivery 
 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 

 

 https://www.ibm.com/support/pages/node/7250083 

 https://www.ibm.com/support/pages/node/7250035 
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 Overview   

 Product Severity Vulnerability 

 SUSE High Use-after-free Vulnerability 

 

IBM 

High, 

Medium, 

Low 

Multiple Vulnerabilities 

 Red Hat Medium Multiple Vulnerabilities 
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Affected Product Red Hat 

Severity Medium 

Affected Vulnerability 

 

Multiple Vulnerabilities (CVE-2023-53125, CVE-2022-50050, CVE-2022-50070, CVE-2022-50137, 
CVE-2022-50228, CVE-2025-38556, CVE-2025-38614, CVE-2024-58240, CVE-2025-39751, CVE-2023-
53373, CVE-2025-39702, CVE-2025-39881, CVE-2023-53257, CVE-2023-53226, CVE-2025-39864) 
 

Description 

 

Red Hat has released security updates addressing multiple vulnerabilities that exist in their 
products. 
 

These vulnerabilities could be exploited by malicious users in order to compromise the affected 
systems. 
 

Red Hat advises to apply these security fixes at your earliest to protect your systems from potential 
threats. 
 

Affected Products 

 

Red Hat CodeReady Linux Builder for ARM 64 - Extended Update Support 10.0 aarch64 

Red Hat CodeReady Linux Builder for ARM 64 10 aarch64 

Red Hat CodeReady Linux Builder for ARM 64 8 aarch64 

Red Hat CodeReady Linux Builder for IBM z Systems - Extended Update Support 10.0 s390x 

Red Hat CodeReady Linux Builder for IBM z Systems 10 s390x 

Red Hat CodeReady Linux Builder for Power, little endian - Extended Update Support 10.0 ppc64le 

Red Hat CodeReady Linux Builder for Power, little endian 10 ppc64le 

Red Hat CodeReady Linux Builder for Power, little endian 8 ppc64le 

Red Hat CodeReady Linux Builder for x86_64 - Extended Update Support 10.0 x86_64 

Red Hat CodeReady Linux Builder for x86_64 10 x86_64 

Red Hat CodeReady Linux Builder for x86_64 8 x86_64 

Red Hat Enterprise Linux for ARM 64 - 4 years of updates 10.0 aarch64 

Red Hat Enterprise Linux for ARM 64 - 4 years of updates 9.0 aarch64 

Red Hat Enterprise Linux for ARM 64 - Extended Update Support 10.0 aarch64 

Red Hat Enterprise Linux for ARM 64 10 aarch64 

Red Hat Enterprise Linux for ARM 64 8 aarch64 

Red Hat Enterprise Linux for IBM z Systems - 4 years of updates 10.0 s390x 

Red Hat Enterprise Linux for IBM z Systems - 4 years of updates 9.0 s390x 

Red Hat Enterprise Linux for IBM z Systems - Extended Update Support 10.0 s390x 

Red Hat Enterprise Linux for IBM z Systems 10 s390x 

Red Hat Enterprise Linux for IBM z Systems 8 s390x 

Red Hat Enterprise Linux for Power, little endian - 4 years of support 10.0 ppc64le 

Red Hat Enterprise Linux for Power, little endian - Extended Update Support 10.0 ppc64le 

Red Hat Enterprise Linux for Power, little endian 10 ppc64le 

Red Hat Enterprise Linux for Power, little endian 8 ppc64le 

Red Hat Enterprise Linux for x86_64 - 4 years of updates 10.0 x86_64 

Red Hat Enterprise Linux for x86_64 - Extended Update Support 10.0 x86_64 

Red Hat Enterprise Linux for x86_64 - Update Services for SAP Solutions 9.0 x86_64 

Red Hat Enterprise Linux for x86_64 10 x86_64 

Red Hat Enterprise Linux for x86_64 8 x86_64 

Red Hat Enterprise Linux Server for Power LE - Update Services for SAP Solutions 9.0 ppc64le 
 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 

 

 https://access.redhat.com/errata/RHSA-2025:19492 

 https://access.redhat.com/errata/RHSA-2025:19469 

 https://access.redhat.com/errata/RHSA-2025:19447 
 

 

 

Disclaimer 

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to 

apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems 

from potential threats. 
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