
TLP: WHITE 

Financial Sector Computer Security Incident Response Team (FinCSIRT) 
LankaPay Pvt Ltd, 'The Zenith', 161A, Dharmapala Mawatha, Colombo 07, Sri Lanka 

Hotline: + 94 112039777 

Public Circulation Permitted | Public                  Report incidents to incident@fincsirt.lk                                                        TLP: WHITE 

 

Description 

 

Affected Product Cisco 

Severity Critical 

Affected Vulnerability Multiple Vulnerabilities (CVE-2025-20354, CVE-2025-20358, CVE-2025-20333) 

Description 

Cisco has released security updates addressing multiple vulnerabilities that exist in their products. 
 

CVE-2025-20354 - A vulnerability in the Java Remote Method Invocation (RMI) process of Cisco 
Unified CCX could allow an unauthenticated, remote attacker to upload arbitrary files and execute 
arbitrary commands with root permissions on an affected system. 
 

CVE-2025-20358 - A vulnerability in the Contact Center Express (CCX) Editor application of Cisco 
Unified CCX could allow an unauthenticated, remote attacker to bypass authentication and obtain 
administrative permissions pertaining to script creation and execution. 
 

CVE-2025-20333 - A vulnerability in the VPN web server of Cisco Secure Firewall Adaptive Security 
Appliance (ASA) Software and Cisco Secure Firewall Threat Defense (FTD) Software could allow an 
authenticated, remote attacker to execute arbitrary code on an affected device. 
 

Cisco advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 

 Cisco Unified CCX Release 15.0, prior to 12.5 SU3 

 Cisco devices running a vulnerable release of Cisco Secure Firewall ASA Software or Cisco Secure 

FTD Software and have one or more of the vulnerable configurations listed in the article. 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 

 https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cc-
unauth-rce-QeN8h7mQ 

 https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
asaftd-webvpn-z5xP8EUB 

 

Affected Product SUSE 

Severity High 

Affected Vulnerability 

Multiple Vulnerabilities (CVE-2022-49138, CVE-2022-49770, CVE-2023-52923, CVE-2023-52927, 

CVE-2024-26643, CVE-2024-53057, CVE-2024-53164, CVE-2024-57947, CVE-2025-37797, CVE-2025-

38079, CVE-2025-38181, CVE-2025-38200, CVE-2025-38206, CVE-2025-38212, CVE-2025-38213, 

CVE-2025-38257, CVE-2025-38289, CVE-2025-38617, CVE-2025-38618, CVE-2025-38664) 

Description 

SUSE has released security updates addressing multiple vulnerabilities that exist in their products. 
These vulnerabilities could be exploited by malicious users to compromise the affected products.  
 

SUSE advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 

SUSE Linux Enterprise Server 15 SP5, 15 SP6 

SUSE Linux Enterprise Real Time 15 SP5, 15 SP6 

SUSE Linux Enterprise Live Patching 15-SP5, 15-SP6 

OpenSUSE Leap 15.6, SUSE Linux Enterprise Micro 5.5 

SUSE Linux Enterprise High Performance Computing 15 SP5 

SUSE Linux Enterprise Server for SAP Applications 15 SP5, 15 SP6 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 

 https://www.suse.com/support/update/announcement/2025/suse-su-20253927-1/ 

 https://www.suse.com/support/update/announcement/2025/suse-su-20253932-1/ 

 https://www.suse.com/support/update/announcement/2025/suse-su-20252588-1/ 

 https://www.suse.com/support/update/announcement/2025/suse-su-20253935-1/ 

 https://www.suse.com/support/update/announcement/2025/suse-su-20253936-1/ 

 

Affected Product NetApp 

Severity High 

Affected Vulnerability Security Update (CVE-2021-3749) 

Description 

NetApp has released security update addressing multiple vulnerabilities that exist in their products. 
 

CVE-2021-3749 - Multiple NetApp products incorporate Axios. Axios versions through 0.21.1 are 
susceptible to a vulnerability which when successfully exploited could lead to Denial of Service. 
 

NetApp advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products NetApp Shift Toolkit 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://security.netapp.com/advisory/ntap-20250829-0009 
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 Overview   

 Product Severity Vulnerability 

 Cisco Critical Multiple Vulnerabilities 

 SUSE High Multiple Vulnerabilities 

 NetApp High Security Update 

 Cisco Medium Unauthorized Access Vulnerability 

 Drupal Medium Multiple Vulnerabilities 

 Dell Medium Security Update 
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Affected Product Cisco 

Severity Medium 

Affected Vulnerability Unauthorized Access Vulnerability (CVE-2025-20362) 

Description 

Cisco has released security updates addressing multiple vulnerabilities that exist in their products. 
 

CVE-2025-20362 - A vulnerability in the VPN web server of Cisco Secure Firewall Adaptive Security 
Appliance (ASA) Software and Cisco Secure Firewall Threat Defense (FTD) Software could allow an 
unauthenticated, remote attacker to access restricted URL endpoints that are related to remote 
access VPN that should otherwise be inaccessible without authentication. 
 

Cisco advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 

 Cisco devices if they were running a vulnerable release of Cisco Secure Firewall ASA Software or 

Cisco Secure FTD Software and had one or more of the vulnerable configurations that are listed 

in article. 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-
webvpn-YROOTUW 

 

Affected Product Drupal 

Severity Medium 

Affected Vulnerability Multiple Vulnerabilities (CVE-2025-12760, CVE-2025-12761) 

Description 

Drupal has released security updates addressing multiple vulnerabilities that exist in their products. 
 

CVE-2025-12760 - The Email TFA module provides additional email-based two-factor 
authentication for Drupal logins. In certain scenarios, the module does not fully protect all login 
mechanisms as expected. This issue is mitigated by the fact that an attacker must already have 
valid user credentials (username and password) to take advantage of the weakness. 
 

CVE-2025-12761 - This module provides the ability to convert any entity form into a simple multi-
step form. The module doesn’t sufficiently filter certain user-provided text leading to a cross-site 
scripting (XSS) vulnerability. This vulnerability is mitigated by the fact that an attacker must have a 
role with the permission “administer node form display”. 
 

Drupal advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 
Drupal Email TFA - Versions prior to 2.0.6 

Drupal Simple multi step form - Versions prior to 2.0.0 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 
 https://www.drupal.org/sa-contrib-2025-115 

 https://www.drupal.org/sa-contrib-2025-116 

 

Affected Product Dell 

Severity Medium 

Affected Vulnerability Security Update (CVE-2018-25103) 

Description 

Dell has released security updates addressing multiple vulnerabilities that exist in their products. 
These vulnerabilities could be exploited by malicious users to compromise the affected products. 
 

Dell advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 

Dell PowerSwitch Z9264F-ON Firmware - Versions prior to 3.42.5.1-21 

Dell PowerSwitch Z9432F-ON Firmware - Versions prior to v 3.51.5.1-21 

Dell PowerSwitch S5448F-ON Firmware - Versions prior to v3.52.5.1-12 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 
https://www.dell.com/support/kbdoc/en-us/000387785/dsa-2025-409-security-update-for-dell-
networking-products-for-multiple-vulnerabilities 

 

 

Disclaimer 

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to 

apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems 

from potential threats. 
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