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IBM

Critical

Multiple Vulnerabilities (CVE-2020-16971, CVE-2024-52533, CVE-2025-23048)

IBM has released security updates addressing multiple vulnerabilities that exist in their products.
CVE-2020-16971 - Azure SDK for Java Security Feature Bypass Vulnerability.

CVE-2024-52533 - gio/gsocksdaproxy.c in GNOME GLib before 2.82.1 has an off-by-one error and
resultant buffer overflow because SOCKS4_CONN_MSG_LEN is not sufficient for a trailing '\0'
character.

CVE-2025-23048 - In some mod_ssl configurations on Apache HTTP Server 2.4.35 through to 2.4.63,
an access control bypass by trusted clients is possible using TLS 1.3 session resumption.
Configurations are affected when mod_ssl is configured for multiple virtual hosts, with each
restricted to a different set of trusted client certificates (for example with a different
SSLCACertificateFile/Path setting). In such a case, a client trusted to access one virtual host may be
able to access another virtual host, if SSLStrictSNIVHostCheck is not enabled in either virtual host.

IBM advises to apply these security fixes at your earliest to protect your systems from potential
threats.

IBM QRadar SIEM versions 7.5 to 7.5.0 UP14
IBM QRadar Network Packet Capture versions 7.5.0 to 7.5.0 Update Package 13

Yes

Yes

e  https://www.ibm.com/support/pages/node/7250956
e  https://www.ibm.com/support/pages/node/7250921
e  https://www.ibm.com/support/pages/node/7250971

SUSE

High

Multiple Vulnerabilities (CVE-2022-50248, CVE-2022-50252, CVE-2025-38617, CVE-2025-38618,
CVE-2025-38664, CVE-2024-53164)

SUSE has released security updates addressing multiple vulnerabilities that exist in their products.
These vulnerabilities could be exploited by malicious users to compromise the affected systems.

SUSE advises to apply these security fixes at your earliest to protect your systems from potential
threats.

openSUSE Leap 15.3, 15.5 and 15.6

SUSE Linux Enterprise High Performance Computing 15 SP3, and 15 SP5
SUSE Linux Enterprise Live Patching 15-SP3, 15-SP5, and 15-SP6

SUSE Linux Enterprise Micro 5.1, 5.2, and 5.5

SUSE Linux Enterprise Real Time 15 SP5, and SP6

SUSE Linux Enterprise Server 15 SP3, SP5, and SP6

SUSE Linux Enterprise Server for SAP Applications 15 SP3, SP5, and SP6

Yes

Yes

e  https://www.suse.com/support/update/announcement/2025/suse-su-20254064-1/
e  https://www.suse.com/support/update/announcement/2025/suse-su-20254078-1/
e  https://www.suse.com/support/update/announcement/2025/suse-su-20254063-1/
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Hitachi

High

Multiple Vulnerabilities (CVE-2025-49734, CVE-2025-53799, CVE-2025-53800, CVE-2025-53801,
CVE-2025-53802, CVE-2025-53803, CVE-2025-53804, CVE-2025-53807, CVE-2025-53808, CVE-2025-
53810, CVE-2025-54091, CVE-2025-54092, CVE-2025-54093, CVE-2025-54094, CVE-2025-54098,
CVE-2025-54099, CVE-2025-54101, CVE-2025-54102, CVE-2025-54103, CVE-2025-54104, CVE-2025-
54107, CVE-2025-54109, CVE-2025-54110, CVE-2025-54111, CVE-2025-54112, CVE-2025-54114,
CVE-2025-54115, CVE-2025-54116, CVE-2025-54894, CVE-2025-54895, CVE-2025-54911, CVE-2025-
54912, CVE-2025-54913, CVE-2025-54915, CVE-2025-54916, CVE-2025-54917, CVE-2025-54918,
CVE-2025-54919, CVE-2025-55223, CVE-2025-55224, CVE-2025-55226, CVE-2025-55228, CVE-2025-
55234, CVE-2025-55236)

Hitachi has released a security update addressing multiple vulnerabilities that exist in their
products.

These vulnerabilities could be exploited by malicious users to compromise the affected systems.

Hitachi advises to apply this security fix at your earliest to protect your systems from potential
threats.

Hitachi Virtual Storage Platform 5100, 5200, 5500, 5600, 5100H, 5200H, 5500H, 5600H
Hitachi Virtual Storage Platform G1000, G1500

Hitachi Virtual Storage Platform F1500

Hitachi Virtual Storage Platform VX7

Yes

Yes

https://www.hitachi.com/products/it/storage-solutions/sec_info/2025/09.html

Dell

High,

Multiple Vulnerabilities

Dell has released security updates addressing multiple vulnerabilities that exist in their products.
These vulnerabilities could be exploited by malicious users to compromise the affected systems.

Dell advises to apply this security fixes at your earliest to protect your systems from potential
threats.

PowerEdge R6715 BIOS Versions prior to 1.1.2
PowerEdge R7715 BIOS Versions prior to 1.1.2
PowerEdge R6725 BIOS Versions prior to 1.1.3
PowerEdge R7725 BIOS Versions prior to 1.1.3
PowerEdge XE7745 BIOS Versions prior to 1.2.1
PowerEdge R6615 BIOS Versions prior to 1.14.1
PowerEdge R7615 BIOS Versions prior to 1.14.1
PowerEdge R6625 BIOS Versions prior to 1.14.1
PowerEdge R7625 BIOS Versions prior to 1.14.1
PowerEdge C6615 BIOS Versions prior to 1.9.1
PowerEdge R651 BIOS Versions prior to 2.18.1
PowerEdge R6525 BIOS Versions prior to 2.18.1
PowerEdge R7515 BIOS Versions prior to 2.18.1
PowerEdge R7525 BIOS Versions prior to 2.18.1
PowerEdge C6525 BIOS Versions prior to 2.18.1
PowerEdge XE8545 BIOS Versions prior to 2.17.1
Dell EMC XC Core XC7525 BIOS Versions prior to 2.18.1
Dell XC Core XC7625 BIOS Versions prior to 1.14.1

Yes

Yes

e https://www.dell.com/support/kbdoc/en-us/000391062
e  https://www.dell.com/support/kbdoc/en-us/000384947
e https://www.dell.com/support/kbdoc/en-us/000390641

F5

High,

Multiple Vulnerabilities (CVE-2025-8677, CVE-2025-48976)

F5 has released security updates addressing multiple vulnerabilities that exist in their products.

CVE-2025-8677: Querying for records within a specially crafted zone containing certain malformed
DNSKEY records can lead to CPU exhaustion.

CVE-2025-48976: Allocation of resources for multipart headers with insufficient limits enabled a
DoS vulnerability in Apache Commons FileUpload.

F5 advises to apply this security fix at your earliest to protect your systems from potential threats.

BIG-IP (DNS) versions:

e 21.0.0

e 175.0t017.5.1

e 17.1.0t017.1.3

e 16.1.0t016.1.6

e 151.0t015.1.10
F50S-C versions 1.8.0to 1.8.2 and 1.6.0to0 1.6.4
Traffix SDC version 5.2.0

Yes

Yes

e https://my.f5.com/manage/s/article/K000157317
e  https://my.f5.com/manage/s/article/K000152614
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IBM

High,

Multiple Vulnerabilities

IBM has released security updates addressing multiple vulnerabilities that exist in their products.
These vulnerabilities could be exploited by malicious users to compromise the affected systems.

IBM advises to apply this security fix at your earliest to protect your systems from potential threats.

IBM Storage Protect Server versions 8.1

IBM Db2 Server versions:

e 10.5.0t010.5.11

e 11.1.0to11.1.4.7

e 115.0to11.5.9

e 121.0to12.1.3

IBM QRadar SIEM versions 7.5 to 7.5.0 UP13 IF02 and UP14
IBM QRadar DNS Analyzer App versions 1.0.0 to 2.0.3

IBM Storage Protect Operations Center versions 8.1

Yes

Yes

e  https://www.ibm.com/support/pages/node/7249983
e  https://www.ibm.com/support/pages/node/7250482
e  https://www.ibm.com/support/pages/node/7250470
e  https://www.ibm.com/support/pages/node/7250971
e  https://www.ibm.com/support/pages/node/7250959
e  https://www.ibm.com/support/pages/node/7250932
e  https://www.ibm.com/support/pages/node/7249278
e  https://www.ibm.com/support/pages/node/7249995
e  https://www.ibm.com/support/pages/node/7249982
e  https://www.ibm.com/support/pages/node/7249990

Drupal

Multiple Vulnerabilities (CVE-2025-13082, CVE-2025-13081, CVE-2025-13080, CVE-2025-13083)

Drupal has released security updates addressing multiple vulnerabilities that exist in their products.

These vulnerabilities could be exploited by malicious users to conduct Defacement, Denial of
Service and Information Disclosure.

Drupal advises to apply these security fixes at your earliest to protect your systems from potential
threats.

Drupal versions 10.4, 10.5, 11.1 and 11.2

Yes

Yes

e  https://www.drupal.org/sa-core-2025-007
e  https://www.drupal.org/sa-core-2025-006
e  https://www.drupal.org/sa-core-2025-005
e  https://www.drupal.org/sa-core-2025-008

Palo Alto

Improper Check for Unusual or Exceptional Conditions (CVE-2025-4619)

Palo Alto has released a security update addressing a vulnerability that exists in their products.

CVE-2025-4619: A denial-of-service (DoS) vulnerability in Palo Alto Networks PAN-OS software
enables an unauthenticated attacker to reboot a firewall by sending a specially crafted packet
through the dataplane. Repeated attempts to initiate a reboot causes the firewall to enter
maintenance mode.

Palo Alto advises to apply this security fix at your earliest to protect your systems from potential
threats.

PAN-OS 11.2
e \Versions earlier than 11.2.2-h2, 11.2.3-h6, 11.2.4-h4, and 11.2.5 are affected.

PAN-OS 11.1

e Versions from 11.1.2-h9 up to but not including 11.1.2-h18 are affected.
e Versions starting from 11.1.3-h2 are affected.

e Versions from 11.1.4-h4 up to but not including 11.1.4-h13 are affected.
e \Versions earlier than 11.1.6-h1 and earlier than 11.1.7 are affected.

PAN-OS 10.2

e Versions from 10.2.4-h25 and later are affected.

e  Versions from 10.2.7-h11 up to but not including 10.2.7-h24 are affected.

e Versions from 10.2.8-h10 up to but not including 10.2.8-h21 are affected.

e Versions from 10.2.9-h6 up to but not including 10.2.9-h21 are affected.

e  Versions from 10.2.10-h2 up to but not including 10.2.10-h14 are affected.

e Versions earlier than 10.2.11-h12, 10.2.12-h6, 10.2.13-h3, and 10.2.14 are affected.

Yes

Yes

https://security.paloaltonetworks.com/CVE-2025-4619
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Red Hat

Multiple Vulnerabilities (CVE-2025-38498, CVE-2025-39697, CVE-2025-39718, CVE-2025-39702,
CVE-2025-39727, CVE-2025-39757, CVE-2025-39751, CVE-2025-40300, CVE-2025-39817, CVE-2025-
39849, CVE-2025-39841, CVE-2025-39881, CVE-2022-48701, CVE-2025-38550, CVE-2025-38718,
CVE-2025-39730, CVE-2023-53257, CVE-2023-53213, CVE-2023-53185, CVE-2023-53232, CVE-2023-
53178, CVE-2023-53226, CVE-2023-53305, CVE-2023-53331, CVE-2022-50367, CVE-2022-50356,
CVE-2023-53354, CVE-2023-53401, CVE-2023-53386, CVE-2022-50386, CVE-2022-50408, CVE-2022-
50406, CVE-2023-53494, CVE-2022-50050, CVE-2023-53373, CVE-2025-39864, CVE-2025-38614)

Red Hat has released security updates addressing multiple vulnerabilities that exist in their
products.

These vulnerabilities could be exploited by malicious users to compromise the affected systems.

Red Hat advises to apply these security fixes at your earliest to protect your systems from potential
threats.

Red Hat CodeReady Linux Builder for ARM 64 10 aarch64

Red Hat CodeReady Linux Builder for IBM z Systems 10 s390x

Red Hat CodeReady Linux Builder for Power, little endian 10 ppc64le

Red Hat CodeReady Linux Builder for x86_64 10 x86_64

Red Hat Enterprise Linux for ARM 64 - 4 years of updates 9.0 aarch64

Red Hat Enterprise Linux for ARM 64 - 4 years of updates 9.2 aarch64

Red Hat Enterprise Linux for ARM 64 10 aarch64

Red Hat Enterprise Linux for IBM z Systems - 4 years of updates 9.0 s390x

Red Hat Enterprise Linux for IBM z Systems - 4 years of updates 9.2 s390x

Red Hat Enterprise Linux for IBM z Systems 10 s390x

Red Hat Enterprise Linux for Power, little endian 10 ppc64le

Red Hat Enterprise Linux for x86_64 - Extended Update Support Extension 8.6 x86_64

Red Hat Enterprise Linux for x86_64 - Update Services for SAP Solutions 8.6 x86_64

Red Hat Enterprise Linux for x86_64 - Update Services for SAP Solutions 9.0 x86_64

Red Hat Enterprise Linux for x86_64 - Update Services for SAP Solutions 9.2 x86_64

Red Hat Enterprise Linux for x86_64 10 x86_64

Red Hat Enterprise Linux Server - AUS 8.6 x86_64

Red Hat Enterprise Linux Server - AUS 9.2 x86_64

Red Hat Enterprise Linux Server - TUS 8.6 x86_64

Red Hat Enterprise Linux Server for Power LE - Update Services for SAP Solutions 8.6 ppc64le
Red Hat Enterprise Linux Server for Power LE - Update Services for SAP Solutions 9.0 ppc64le
Red Hat Enterprise Linux Server for Power LE - Update Services for SAP Solutions 9.2 ppc64le

Yes

Yes

e  https://access.redhat.com/errata/RHSA-2025:21118
e  https://access.redhat.com/errata/RHSA-2025:21091
e  https://access.redhat.com/errata/RHSA-2025:21084
e  https://access.redhat.com/errata/RHSA-2025:21051

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to
apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems

from potential threats.
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