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Description 

 

Affected Product Cisco 

Severity Critical 

Affected Vulnerability Multiple Improper Authentication Vulnerabilities (CVE-2025-20354, CVE-2025-20358) 

Description 

Cisco has released security updates addressing Multiple Improper Authentication Vulnerabilities 
that exist in Cisco Unified Contact Center Express. 
 

CVE-2025-20354 - Due to improper authentication mechanisms in the Java Remote Method 
Invocation (RMI) process of Cisco Unified CCX, an unauthenticated, remote attacker could upload 
arbitrary files and execute arbitrary commands with root permissions on an affected system.  
 

CVE-2025-20358 - Due to improper authentication mechanisms in the Contact Center Express (CCX) 
Editor application of Cisco Unified CCX, an unauthenticated, remote attacker could bypass 
authentication and obtain administrative permissions pertaining to script creation and execution.  
 

Cisco advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products Cisco Unified CCX Releases 15.0, 12.5 SU3 and earlier 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cc-
unauth-rce-QeN8h7mQ 

 

Affected Product Dell 

Severity Critical 

Affected Vulnerability Multiple Vulnerabilities 

Description 

Dell has released security updates addressing multiple vulnerabilities that exist their products. 
These vulnerabilities could be exploited by malicious users to compromise the affected system. 
 

Dell advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 

Dell PowerFlex Appliance: 

 Versions prior to IC 48.378.00  

 Versions prior to IC 48.383.00 

Dell PowerFlex Rack: 

 Versions prior to 3.7.7.0  

 Versions prior to 3.8.2.0 

PowerFlex Software Versions prior to 4.8.0 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 

 https://www.dell.com/support/kbdoc/en-us/000391392/dsa-2025-434-security-update-for-
dell-powerflex-appliance-multiple-third-party-component-vulnerabilities 

 https://www.dell.com/support/kbdoc/en-us/000391568/dsa-2025-435-security-update-for-
dell-powerflex-rack-multiple-third-party-component-vulnerabilities 

 https://www.dell.com/support/kbdoc/en-us/000391573/dsa-2025-436-security-update-for-
dell-powerflex-software-multiple-third-party-component-vulnerabilities 
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 Overview   

 Product Severity Vulnerability 

 Cisco Critical Multiple Improper Authentication Vulnerabilities 

 Dell Critical Multiple Vulnerabilities 

 IBM Critical Multiple Vulnerabilities 

 IBM High Directory Traversal Vulnerability 

 
Cisco 

High, 

Medium 
Multiple Vulnerabilities 

 
NetApp 

High, 

Medium 
Multiple Vulnerabilities 

 Dell Medium TOCTOU Race Condition Vulnerability 

 HPE Medium Stale Translation Lookaside Buffer (TLB) Entry Vulnerability 

 
NETGEAR 

Medium, 

Low 
Multiple Vulnerabilities 

 
PostgreSQL 

Medium, 

Low 
Multiple Vulnerabilities 
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Affected Product IBM 

Severity Critical 

Affected Vulnerability Multiple Vulnerabilities (CVE-2025-36251, CVE-2025-36096, CVE-2025-36250) 

Description 

IBM has released security updates addressing multiple vulnerabilities that exist in IBM PowerVM 
Virtual I/O Server. 
 

CVE-2025-36251 - IBM AIX nimsh service SSL/TLS implementations could allow a remote attacker to 
execute arbitrary commands due to improper process controls. 
 

CVE-2025-36096 - IBM AIX stores NIM private keys used in NIM environments in an insecure way 
which is susceptible to unauthorized access by an attacker using man in the middle techniques. 
 

CVE-2025-36250 - IBM AIX NIM server (formerly known as NIM master) service (nimesis) could 
allow a remote attacker to execute arbitrary commands due to improper process controls. 
 

IBM advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 
IBM AIX versions 7.2 and 7.3 

IBM VIOS versions 3.1 and 4.1 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://www.ibm.com/support/pages/node/7251173 

 

Affected Product IBM 

Severity High 

Affected Vulnerability Directory Traversal Vulnerability (CVE-2025-36236) 

Description 

IBM has released security updates addressing a Directory Traversal Vulnerability that exists in IBM 
PowerVM Virtual I/O Server. IBM AIX NIM server (formerly known as NIM master) service (nimesis) 
could allow a remote attacker to traverse directories on the system. An attacker could send a 
specially crafted URL request to write arbitrary files on the system. 
 

IBM advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 
IBM AIX versions 7.2 and 7.3 

IBM VIOS versions 3.1 and 4.1 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://www.ibm.com/support/pages/node/7251173 

 

Affected Product Cisco 

Severity High, Medium 

Affected Vulnerability 
Multiple Vulnerabilities (CVE-2025-20341, CVE-2025-20346, CVE-2025-20353, CVE-2025-20349, 

CVE-2025-20355, CVE-2025-20374, CVE-2025-20375, CVE-2025-20376, CVE-2025-20377) 

Description 

Cisco has released security updates addressing multiple vulnerabilities that exist in their products. 
These vulnerabilities could be exploited by malicious users to cause Privilege Escalation, Cross-Site 
Scripting, Command Injection, Malicious Redirects, Arbitrary File Uploads, Remote Code Execution. 
 

Cisco advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 

Cisco Catalyst Center Releases prior to 2.3.7.10-VA 

Cisco Unified CCX Releases 15.0, 12.5 SU3 and earlier 

Cisco Unified Intelligence Center versions 15.0, 12.6 and earlier 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 

 https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-catc-
priv-esc-VS8EeCuX 

 https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
privesc-catc-rYjReeLU 

 https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dnac-
xss-weXtVZ59 

 https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dnac-
ci-ZWLQVSwT 

 https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-catc-
open-redirect-3W5Bk3Je 

 https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cc-
mult-vuln-gK4TFXSn 

 

Affected Product NetApp 

Severity High, Medium 

Affected Vulnerability Multiple Vulnerabilities (CVE-2025-22870, CVE-2025-6021, CVE-2025-24855, CVE-2025-4673) 

Description 

NetApp has released security updates addressing multiple vulnerabilities that exist in their 
products. These vulnerabilities could be exploited by malicious users to cause Denial of Service, 
disclosure of sensitive information and addition or modification of data. 
 

NetApp advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 

Trident 

Trident Autosupport 

Trident Protect 

NetApp Manageability SDK 

ONTAP 9 

ONTAP tools for VMware vSphere 10 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 

 https://security.netapp.com/advisory/ntap-20250509-0007 

 https://security.netapp.com/advisory/ntap-20250711-0009 

 https://security.netapp.com/advisory/ntap-20250613-0006 

 https://security.netapp.com/advisory/ntap-20250822-0009 
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Affected Product Dell 

Severity Medium 

Affected Vulnerability TOCTOU Race Condition Vulnerability (CVE-2025-31146) 

Description 

Dell has released security updates addressing a Time-of-check time-of-use race condition for some 
Intel Ethernet Adapter Complete Driver Pack software which affects Dell PowerEdge Server. 
Unprivileged software adversary with an authenticated user combined with a low complexity 
attack may enable denial of service. This result may potentially occur via adjacent access when 
attack requirements are not present without special internal knowledge and requires active user 
interaction. 

 

Dell advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products Intel E810 Adapters and Intel E823 LOM Firmware Versions prior to 24.0.0 for Dell PowerEdge 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 
https://www.dell.com/support/kbdoc/en-us/000390646/dsa-2025-430-dell-poweredge-server-
security-update-for-intel-ethernet-controllers-adapters-vulnerability 

 

Affected Product HPE 

Severity Medium 

Affected Vulnerability Stale Translation Lookaside Buffer (TLB) Entry Vulnerability (CVE-2025-29934) 

Description 

HPE has released security updates addressing Stale Translation Lookaside Buffer (TLB) Entry 
Vulnerability that exist in AMD EPYC processors which affect HPE SimpliVity server. 
 

CVE-2025-29934 - A potential security vulnerability in HPE SimpliVity servers using AMD EPYC 
processors could be locally exploited to allow unauthorized access. 
 

HPE advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products HPE SimpliVity 325 Gen10 Plus - Prior to HPE SimpliVity Gen10 Support Pack (SVTSP) 2025_0630 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbhf04963en_us&docLocale=en_US 

 

Affected Product NETGEAR 

Severity Medium, Low 

Affected Vulnerability Multiple Vulnerabilities (CVE-2025-12940, CVE-2025-12942, CVE-2025-12943, CVE-2025-12944) 

Description 

NETGEAR has released security updates addressing multiple vulnerabilities that exist in their 
products. These vulnerabilities could be exploited by malicious users to compromise the affected 
system. 
 

NETGEAR advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 

WAX610 

WAX610Y 

R6260 

R6850 

RAX30 

RAXE300 

DGN2200v4 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://kb.netgear.com/000070355/NETGEAR-Security-Advisories-November-2025 

 

Affected Product PostgreSQL 

Severity Medium, Low 

Affected Vulnerability Multiple Vulnerabilities (CVE-2025-12817, CVE-2025-12818) 

Description 

PostgreSQL has released security updates addressing multiple vulnerabilities that exist in their 
products. 
 

CVE-2025-12817 - Missing authorization in PostgreSQL CREATE STATISTICS command allows a table 
owner to achieve denial of service against other CREATE STATISTICS users by creating in any 
schema. A later CREATE STATISTICS for the same name, from a user having the CREATE privilege, 
would then fail. 
 

CVE-2025-12818 - Integer wraparound in multiple PostgreSQL libpq client library functions allows 
an application input provider or network peer to cause libpq to undersize an allocation and write 
out-of-bounds by hundreds of megabytes. This results in a segmentation fault for the application 
using libpq. 
 

PostgreSQL advises to apply security fixes at your earliest to protect systems from potential 
threats. 

Affected Products PostgreSQL versions 18.1, 17.7, 16.11, 15.15, 14.20, and 13.23 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://www.postgresql.org/about/news/postgresql-181-177-1611-1515-1420-and-1323-released-3171/ 

 

Disclaimer 

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to 

apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems 

from potential threats. 
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