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Overview
Product Severity Vulnerability
Oracle Critical Multiple Vulnerabilities
SUSE High Multiple Vulnerabilities
High, . A
Hitachi '8 Multiple Vulnerabilities
High,
IBM & Multiple Vulnerabilities
High,
Oracle ’ Multiple Vulnerabilities
HPE Local Denial of Service Vulnerabilities
Description
Affected Product Oracle
Severity Critical
Affected Vulnerability Multiple Vulnerabilities (CVE-2026-0716, CVE-2025-10230, CVE-2025-62168, CVE-2025-14321)

Oracle has released a security update addressing multiple vulnerabilities that exist in third party
components utilized in their products. These vulnerabilities could be exploited by malicious users to
Description compromise the affected systems.

Oracle advises to apply these security fixes at your earliest to protect your systems from potential
threats.

Affected Products Oracle Solaris versions 11.4
Officially Ack |

icially Acknowledged Yes
by the Vendor
Patch/ Workaround

Yes

Released
Reference https://www.oracle.com/security-alerts/bulletinjan2026.html

Affected Product SUSE

Affected Vulnerability Multiple Vulnerabilities

SUSE has released a security update addressing multiple vulnerabilities that exists in the Linux

kernel utilized by their products. These vulnerabilities could be exploited by malicious users to
Description compromise the affected systems.

SUSE advises to apply these security fixes at your earliest to protect your systems from potential

threats.

SUSE Linux Enterprise Live Patching 15-SP7

SUSE Linux Enterprise Real Time 15 SP7

Affected Products SUSE Linux Enterprise Server 15 SP7

SUSE Linux Enterprise Server for SAP Applications 15 SP7
SUSE Real Time Module 15-SP7

Officially Acknowledged Yes
by the Vendor
Patch/ Workaround
Yes
Released
https://www.suse.com/support/update/announcement/2026/suse-su-20260587-1/

Affected Product Hitachi
Affected Vulnerability Multiple Vulnerabilities

Hitachi has released a security update addressing multiple vulnerabilities that exist in their Storage
Platform products. These vulnerabilities could be exploited by malicious users to compromise the
Description affected systems.
Hitachi advises to apply these security fixes at your earliest to protect your systems from potential
threats.
Affected Products Hitachi Virtual Storage Platform 5100, 5200, 5500, 5600, 5100H, 5200H, 5500H and 5600H
Officially Ack ledged
icially Acknowledge Yes
by the Vendor
P
atch/ Workaround Yes
Released

Reference https://www.hitachi.com/products/it/storage-solutions/sec_info/2026/01.html
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Affected Product

IBM

Severity

High,

Affected Vulnerability

Multiple Vulnerabilities (CVE-2024-47554, CVE-2025-66412, CVE-2026-22610, CVE-2025-66035)

Description

IBM has released security updates addressing multiple vulnerabilities that exists in their products.
These vulnerabilities could be exploited by malicious users to conduct Cross-site Scripting,
Information Leakage and Denial of Service attacks.

IBM advises to apply these security fixes at your earliest to protect your systems from potential
threats.

Affected Products

WebSphere Service Registry and Repository versions 8.5 to 8.5.6.3
IBM Db2 Mirror for i versions 7.4, 7.5 and 7.6

Officially Acknowledged
by the Vendor

Yes

Patch/ Workaround
Released

Yes

Reference

e  https://www.ibm.com/support/pages/node/7261427
e https://www.ibm.com/support/pages/node/7261436

Affected Product

Oracle

Severity

High, )

Affected Vulnerability

Multiple Vulnerabilities

Description

Oracle has released a security update addressing multiple vulnerabilities that exist in their products.
These vulnerabilities could be exploited by malicious users to compromise the affected systems.

Oracle advises to apply these security fixes at your earliest to protect your systems from potential
threats.

Affected Products

Oracle Solaris versions 11.4

Officially Acknowledged
by the Vendor

Yes

Patch/ Workaround
Released

Yes

Reference

https://www.oracle.com/security-alerts/bulletinjan2026.html

Affected Product

HPE

Severity

Affected Vulnerability

Local Denial of Service Vulnerabilities (CVE-2025-20103, CVE-2025-20054)

Description

HPE has released security updates addressing multiple vulnerabilities that exist in their products.

CVE-2025-20103: Insufficient resource pool in the core management mechanism for some Intel(R)
Processors may allow an authenticated user to potentially enable denial of service via local access.

CVE-2025-20054: Uncaught exception in the core management mechanism for some Intel(R)
Processors may allow an authenticated user to potentially enable denial of service via local access.

HPE advises to apply these security fixes at your earliest to protect your systems from potential
threats.

Affected Products

HPE SimpliVity 380 Gen11 - Prior to SimpliVity Support Pack (SVTSP) Gen11 v2025_1001

Officially Acknowledged
by the Vendor

Yes

Patch/ Workaround
Released

Yes

Reference

https://support.hpe.com/hpesc/public/docDisplay?docld=hpesbhf04864en_us&doclLocale=en_US

Disclaimer

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to
apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems

from potential threats.
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