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Overview
Product ‘ Severity Vulnerability
SUSE High Multiple Vulnerabilities
IBM High Denial of Service Vulnerability
High, . A
Red Hat 's Multiple Vulnerabilities
High,
Cisco '8 Multiple Vulnerabilities
Dell Path Traversal Vulnerability
Citrix Information Disclosure Vulnerability
Description

Affected Product SUSE

Multiple Vulnerabilities (CVE-2022-50697, CVE-2023-53257, CVE-2023-53781, CVE-2023-53817,
CVE-2024-38542, CVE-2025-21738, CVE-2025-37861, CVE-2025-38159, CVE-2025-38488, CVE-2025-
39817, CVE-2025-39964, CVE-2025-40099, CVE-2025-40103, CVE-2025-40242, CVE-2025-40253,
CVE-2025-40258, CVE-2025-68284, CVE-2025-68285, CVE-2025-68813, CVE-2025-71066, CVE-2025-
71085, CVE-2025-71113, CVE-2025-71231, CVE-2026-23004, CVE-2026-23054, CVE-2026-23060,
CVE-2026-23074, CVE-2026-23089, CVE-2026-23111, CVE-2026-23141, CVE-2026-23157, CVE-2026-
23191, CVE-2026-23202, CVE-2026-23204, CVE-2026-23207, CVE-2026-23209, CVE-2026-23214,
CVE-2026-23268, CVE-2026-23269)

Affected Vulnerability

SUSE has released security updates addressing multiple vulnerabilities that exist in their products.

These vulnerabilities could be exploited by malicious users to compromise the affected systems.
Description

SUSE advises to apply these security fixes at your earliest to protect your systems from potential

threats.

openSUSE Leap 15.5 and 15.6

SUSE Linux Enterprise High Availability Extension 15 SP6

SUSE Linux Enterprise High Performance Computing 15 SP5

SUSE Linux Enterprise High Performance Computing ESPOS 15 SP5
SUSE Linux Enterprise High Performance Computing LTSS 15 SP5
Affected Products SUSE Linux Enterprise Live Patching 15-SP5 and 15-SP6

SUSE Linux Enterprise Micro 5.5

SUSE Linux Enterprise Real Time 15 SP5 and 15 SP6

SUSE Linux Enterprise Server 15 SP5 and SP6

SUSE Linux Enterprise Server 15 SP5 LTSS and SP6 LTSS

SUSE Linux Enterprise Server for SAP Applications 15 SP5 and SP6

Officially Acknowledged Yes
by the Vendor

Patch/ Workaround
Yes
Released

e https://www.suse.com/support/update/announcement/2026/suse-su-20261041-1/
e https://www.suse.com/support/update/announcement/2026/suse-su-20261039-1/
Reference e https://www.suse.com/support/update/announcement/2026/suse-su-20261002-1/
e https://www.suse.com/support/update/announcement/2026/suse-su-20261003-1/
e https://www.suse.com/support/update/announcement/2026/suse-su-20261000-1/

Affected Product IBM

Affected Vulnerability Denial of Service Vulnerability (CVE-2024-29371)

IBM has released a security update addressing a vulnerability that exists in WebSphere Remote

Server products.

CVE-2024-29371: In jose4j before 0.9.6, an attacker can cause a Denial-of-Service (DoS) condition
S pe— by crafting a malicious JSON Web Encryption (JWE) token with an exceptionally high compression

ratio. When this token is processed by the server, it results in significant memory allocation and

processing time during decompression.

IBM advises to apply these security fixes at your earliest to protect your systems from potential

threats.

Affected Products IBM WebSphere Remote Server versions 8.5, 9.0 and 9.1

Officially Acknowledged Yes
by the Vendor

Patch/ Workaround
Yes
Released

Reference https://www.ibm.com/support/pages/node/7267514
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Affected Product Red Hat

Multiple Vulnerabilities (CVE-2026-24734, CVE-2025-38024, CVE-2025-40269, CVE-2025-38129,
CVE-2025-38154, CVE-2025-40240, CVE-2025-71085)

Red Hat has released security updates addressing multiple vulnerabilities that exist in their

products. These vulnerabilities could be exploited by malicious users to compromise the affected
Description systems.

Red Hat advises to apply these security fixes at your earliest to protect your systems from potential

threats.

JBoss Enterprise Web Server Text-Only Advisories x86_64

Red Hat Enterprise Linux for x86_64 - Extended Update Support Extension 8.4 x86_64

Red Hat Enterprise Linux Server - AUS 8.4 x86_64

Red Hat Enterprise Linux Server - AUS 9.2 x86_64

Red Hat Enterprise Linux Server for Power LE - Update Services for SAP Solutions 9.2 ppc64le
Red Hat Enterprise Linux for x86_64 - Update Services for SAP Solutions 9.2 x86_64

Red Hat Enterprise Linux for ARM 64 - 4 years of updates 9.2 aarch64

Red Hat Enterprise Linux for IBM z Systems - 4 years of updates 9.2 s390x

Officially Acknowledged Yes
by the Vendor
Patch/ Workaround

Yes
Released

e https://access.redhat.com/errata/RHSA-2026:5612
Reference e https://access.redhat.com/errata/RHSA-2026:5821
e https://access.redhat.com/errata/RHSA-2026:5813

Affected Product Cisco

Multiple Vulnerabilities (CVE-2026-20104, CVE-2026-20086, CVE-2026-20004, CVE-2026-20125,
Affected Vulnerability CVE-2026-20084, CVE-2026-20012, CVE-2026-20108, CVE-2026-20083, CVE-2026-20112, CVE-2026-
20113, CVE-2026-20115, CVE-2026-20110, CVE-2026-20114)

Affected Vulnerability

Affected Products

Cisco has released security updates addressing multiple vulnerabilities that exist in their products.
These vulnerabilities could be exploited by malicious users to compromise the affected systems.

Description

Cisco advises to apply these security fixes at your earliest to protect your systems from potential
threats.

Affected Products Multiple Products
Officially Ack |
icially Acknowledged Yes
by the Vendor
Patch/ Workaround
Yes

Released

https://sec.cloudapps.cisco.com/security/center/publicationListing.x

Affected Product Dell

Path Traversal Vulnerability (CVE-2026-28265)

Dell has released a security update addressing a vulnerability that exists in their PowerStore

products.

CVE-2026-28265: PowerStore, contains a Path Traversal vulnerability in the Service user. A low
Description privileged attacker with local access could potentially exploit this vulnerability, leading to

modification of arbitrary system files.

Dell advises to apply these security fixes at your earliest to protect your systems from potential

threats.

PowerStoreT OS versions prior to 4.4.0.0-2692403 in:
e PowerStore 500T

e PowerStore 1000T
e PowerStore 1200T
e PowerStore 3000T
e PowerStore 3200Q
Affected Products e PowerStore 3200T
e PowerStore 5000T
e PowerStore 5200Q
e PowerStore 5200T
e PowerStore 7000T
e PowerStore 9000T
e PowerStore 9200T

Officially Acknowledged Yes
by the Vendor

Patch/ Workaround
Yes
Released

. e https://www.dell.com/support/kbdoc/en-us/000444169/dsa-2026-157-dell-powerstore-t-
ererence
security-update-for-multiple-vulnerabilities
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Affected Product Citrix

Severity

Affected Vulnerability Information Disclosure Vulnerability (CVE-2026-4397)

Citrix has released a security update addressing a vulnerability that exists in XenServer products.

CVE-2026-4397: An issue has been identified in XenServer 8.4 which, when starting a VM on a host
with limited available memory, may allow a privileged user in that newly starting VM to access

Description . -
memory data of a previously terminated VM.

Citrix advises to apply these security fixes at your earliest to protect your systems from potential
threats.

Affected Products XenServer version 8.4
Officially Ack ledged
icially Acknowledge Yes
by the Vendor
Patch/ Workaround
/ Yes

Released

https://support.citrix.com/support-
Reference home/kbsearch/article?articleNumber=CTX696397&articleURL=XenServer_Security_Update_f
or_CVE_2026_4397

Disclaimer

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to
apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems
from potential threats.
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