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Description 

Affected Product Dell 

Severity High 

Affected Vulnerability Multiple Vulnerabilities  

Description 

Dell has released security updates addressing multiple vulnerabilities that exist in third party 
components utilized by their products. These vulnerabilities could be exploited by malicious users 
to compromise affected systems. 
 

Dell advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 

Connectrix Switches and Directors 

 Versions prior to sannav_ova_9x_os_02_2026 

Dell Networking OS10 Versions prior to 10.6.1.1 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 

 https://www.dell.com/support/kbdoc/en-us/000449762/dsa-2026-112-security-update-for-
dell-networking-os10-vulnerabilities 

 https://www.dell.com/support/kbdoc/en-us/000449757/dsa-2026-147-security-update-for-
dell-connectrix-b-series-sannav-ova-vulnerabilities 

 

Affected Product HPE 

Severity High 

Affected Vulnerability Open-Redirect Vulnerability (CVE-2026-23818) 

Description 

HPE has released a security update addressing a vulnerability that exists in their Aruba Networking 
5G Core on-Prem Platform. 
 

CVE-2026-23818 - A vulnerability has been identified in the graphical user interface (GUI) of HPE 
Aruba Networking Private 5G Core On-Prem that could allow an attacker to abuse an open redirect 
vulnerability in the login flow using a crafted URL. Successful exploitation may redirect an 
authenticated user to an attacker-controlled server hosting a spoofed login page prompting the 
unsuspecting victim to give away their credentials, which could then be captured by the attacker, 
before being redirected back to the legitimate login page. 
 

HPE advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products HPE Aruba Networking Private 5G Core version 1.25.3.0 and below. 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbnw05032en_us&docLocale=en_US 
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 Overview   

 Product Severity Vulnerability 

 Dell High Multiple Vulnerabilities 

 HPE High Open-Redirect Vulnerability 

 Red Hat Medium Multiple Vulnerabilities 

 
OpenSSL 

Medium, 

Low 
Multiple Vulnerabilities 
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Affected Product Red Hat 

Severity Medium 

Affected Vulnerability 

Multiple Vulnerabilities (CVE-2025-38180, CVE-2026-23231, CVE-2021-4460, CVE-2022-49674, CVE-

2026-23209, CVE-2025-38248, CVE-2025-40064, CVE-2025-40168, CVE-2025-71238, CVE-2026-

23001) 

Description 

Red Hat has released security updates addressing multiple vulnerabilities that exist in the kernel 
component of their products. These vulnerabilities could be exploited by malicious users to 
compromise affected systems. 
 

Red Hat advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 

Red Hat Enterprise Linux for x86_64 - Extended Update Support 9.6 x86_64 

Red Hat Enterprise Linux Server - AUS 9.6 x86_64 

Red Hat Enterprise Linux for IBM z Systems - Extended Update Support 9.6 s390x 

Red Hat Enterprise Linux for Power, little endian - Extended Update Support 9.6 ppc64le 

Red Hat Enterprise Linux for ARM 64 - Extended Update Support 9.6 aarch64 

Red Hat Enterprise Linux Server for Power LE - Update Services for SAP Solutions 9.6 ppc64le 

Red Hat Enterprise Linux for x86_64 - Update Services for SAP Solutions 9.6 x86_64 

Red Hat CodeReady Linux Builder for x86_64 - Extended Update Support 9.6 x86_64 

Red Hat CodeReady Linux Builder for Power, little endian - Extended Update Support 9.6 ppc64le 

Red Hat CodeReady Linux Builder for IBM z Systems - Extended Update Support 9.6 s390x 

Red Hat CodeReady Linux Builder for ARM 64 - Extended Update Support 9.6 aarch64 

Red Hat Enterprise Linux for ARM 64 - 4 years of updates 9.6 aarch64 

Red Hat Enterprise Linux for IBM z Systems - 4 years of updates 9.6 s390x 

Red Hat Enterprise Linux for x86_64 - Extended Life Cycle 9.6 x86_64 

Red Hat Enterprise Linux for ARM 64 - Extended Life Cycle 9.6 aarch64 

Red Hat Enterprise Linux for Power, little endian - Extended Life Cycle 9.6 ppc64le 

Red Hat Enterprise Linux for IBM z Systems - Extended Life Cycle 9.6 s390x 

Red Hat Enterprise Linux Server - AUS 8.2 x86_64 

Red Hat Enterprise Linux for x86_64 - Extended Update Support Extension 8.8 x86_64 

Red Hat Enterprise Linux Server - TUS 8.8 x86_64 

Red Hat Enterprise Linux Server for Power LE - Update Services for SAP Solutions 8.8 ppc64le 

Red Hat Enterprise Linux for x86_64 - Update Services for SAP Solutions 8.8 x86_64 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 

 https://access.redhat.com/errata/RHSA-2026:6940 

 https://access.redhat.com/errata/RHSA-2026:6953 

 https://access.redhat.com/errata/RHSA-2026:6954 

 

Affected Product OpenSSL 

Severity Medium, Low 

Affected Vulnerability 
Multiple Vulnerabilities (CVE-2026-28386, CVE-2026-28387, CVE-2026-28388, CVE-2026-28389, 

CVE-2026-28390, CVE-2026-31789, CVE-2026-31790) 

Description 

OpenSSL has released security updates addressing multiple vulnerabilities that exist in their 
products. These vulnerabilities could be exploited by malicious users to compromise affected 
systems. 
 

OpenSSL advises to apply security fixes at your earliest to protect systems from potential threats. 

Affected Products 

OpenSSL Versions 

 from 3.6.0 before 3.6.2 

 from 3.5.0 before 3.5.6 

 from 3.4.0 before 3.4.5 

 from 3.3.0 before 3.3.7 

 from 3.0.0 before 3.0.20 

 from 1.1.1 before 1.1.1zg 

 from 1.0.2 before 1.0.2zp 

Officially Acknowledged 

by the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://openssl-library.org/news/vulnerabilities/ 

 
Disclaimer 

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to 

apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems 

from potential threats. 
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