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Overview
Product ‘ Severity Vulnerability
Dell High Multiple Vulnerabilities
SUSE High Multiple Vulnerabilities
Description

Affected Product Dell

Multiple Vulnerabilities (CVE-2025-68160, CVE-2025-69418, CVE-2025-69419, CVE-2025-69420,
CVE-2025-69421, CVE-2026-22795, CVE-2026-22796)

Dell has released a security update addressing multiple vulnerabilities that exist in their products.

These vulnerabilities could be exploited by malicious users to compromise the affected systems.
Description

Dell advises to apply these security fixes at your earliest to protect your systems from potential

threats.

Affected Products Dell Unity Operating Environment (OE) versions prior to 5.5.4
Officially Acknowledged
icially Acknowledge Yes
by the Vendor
Patch/ Workaround
Yes
Released

. e https://www.dell.com/support/kbdoc/en-us/000470814/dsa-2026-211-security-update-for-
ererence
dell-unity-dell-unityvsa-and-dell-unity-xt-security-update-for-multiple-vulnerabilities

Affected Vulnerability

Affected Product SUSE

Multiple Vulnerabilities (CVE-2021-47103, CVE-2023-20585, CVE-2025-54518, CVE-2026-23209,
CVE-2026-23239, CVE-2026-23240, CVE-2026-23268, CVE-2026-23269, CVE-2026-23271, CVE-2026-
23273, CVE-2026-23351, CVE-2026-23393, CVE-2026-23403, CVE-2026-23404, CVE-2026-23405,
CVE-2026-23406, CVE-2026-23407, CVE-2026-23408, CVE-2026-23409, CVE-2026-23410, CVE-2026-
23411, CVE-2026-23449, CVE-2026-23458, CVE-2026-23462, CVE-2026-31402, CVE-2026-31403,
CVE-2026-31408, CVE-2026-31436, CVE-2026-31504, CVE-2026-31507, CVE-2026-31512, CVE-2026-
31533, CVE-2026-31570, CVE-2026-31586, CVE-2026-31588, CVE-2026-31602, CVE-2026-31607,
CVE-2026-31649, CVE-2026-31656, CVE-2026-31662, CVE-2026-31669, CVE-2026-31685, CVE-2026-
31694, CVE-2026-31700, CVE-2026-31738, CVE-2026-31787, CVE-2026-43025, CVE-2026-43027,
CVE-2026-43050, CVE-2026-43110, CVE-2026-43126, CVE-2026-43190, CVE-2026-43214, CVE-2026-
43329, CVE-2026-43334, CVE-2026-43365, CVE-2026-43437, CVE-2026-43494, CVE-2026-43500,
CVE-2026-43503, CVE-2026-46300, CVE-2026-46333)

Affected Vulnerability

SUSE has released a security update addressing multiple vulnerabilities that exist in their products.

These vulnerabilities could be exploited by malicious users to compromise the affected systems.
Description

SUSE advises to apply these security fixes at your earliest to protect your systems from potential

threats.

SUSE Linux Enterprise Micro 5.3 and5.4

Affected Products . X X
SUSE Linux Enterprise Micro for Rancher 5.3 and 5.4

Officially Acknowledged Yes
by the Vendor

Patch/ Workaround
Yes
Released

https://www.suse.com/support/update/announcement/2026/suse-su-20262111-1/

Disclaimer

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to
apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems
from potential threats.
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