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IBM

Critical

Multiple Vulnerabilities (CVE-2026-29145, CVE-2024-1597, CVE-2026-22732, CVE-2026-
40477, CVE-2026-40478, CVE-2025-14813, CVE-2026-40971, CVE-2026-40974, CVE-2026-
2332, CVE-2025-14087)

IBM has released security updates addressing multiple vulnerabilities that exist in their
products. These vulnerabilities could be exploited by malicious users to compromise the
affected systems.

IBM advises to apply these security fixes at your earliest to protect your systems from
potential threats.

MongoDB Enterprise Advanced with IBM Versions
e migrator 1.0.0-1.15.9

e jdbc-driver 3.0.0-3.0.5

e Ops-Manager 8.0.0-8.0.21

QRadar Version 7.5.0

Yes

Yes

e https://www.ibm.com/support/pages/node/7276575
e  https://www.ibm.com/support/pages/node/7276576
e  https://www.ibm.com/support/pages/node/7276577
e  https://www.ibm.com/support/pages/node/7276575
e  https://www.ibm.com/support/pages/node/7276573
e  https://www.ibm.com/support/pages/node/7276572
e  https://www.ibm.com/support/pages/node/7276571
e  https://www.ibm.com/support/pages/node/7276573
e  https://www.ibm.com/support/pages/node/7276574
e https://www.ibm.com/support/pages/node/7276589

Dell

Critical

Multiple Vulnerabilities

Dell has released security updates addressing multiple vulnerabilities that exist in their
products. These vulnerabilities could be exploited by malicious users to compromise the
affected systems.

Dell advises to apply these security fixes at your earliest to protect your systems from
potential threats.

e  Dell Private Cloud — Red Hat Versions: prior to 01.04.00.00
e Dell VxRail Appliance Versions: prior to 9.1.000

Yes

Yes

e  https://www.dell.com/support/kbdoc/en-us/000477953/dsa-2026-249-security-
update-for-dell-private-cloud-red-hat-for-multiple-third-party-component-
vulnerabilities

e  https://www.dell.com/support/kbdoc/en-us/000477957/dsa-2026-251-security-
update-for-dell-vxrail-for-multiple-third-party-component-vulnerabilities
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Oracle

Critical

Multiple Vulnerabilities

Oracle has released a security update addressing multiple vulnerabilities that exist in their
products. These vulnerabilities could be exploited by malicious users to compromise the
affected systems.

Oracle advises to apply these security fixes at your earliest to protect your systems from
potential threats.

Multiple Products

Yes

Yes

https://www.oracle.com/security-alerts/cspujun2026.html

QNAP

High

Multiple Vulnerabilities (CVE-2025-59382, CVE-2025-66273, CVE-2025-66279, CVE-2026-
22893, CVE-2025-62858, CVE-2025-66280, CVE-2025-68405, CVE-2026-26239, CVE-2026-
26240, CVE-2026-26241, CVE-2026-24724, CVE-2026-22899, CVE-2026-24720, CVE-2025-
66281)

QNAP has released a security update addressing multiple vulnerabilities that exist in their
products. These vulnerabilities could be exploited by malicious users to compromise the
affected systems.

QNAP advises to apply these security fixes at your earliest to protect your systems from
potential threats.

e QVP27.1

e QuTScloudc5.2.8
e QTSversion5.2.7
e QuTS heroh5.2.8

Yes

Yes

https://www.gnap.com/en/security-advisory/qsa-26-10

IBM

High, ,

Multiple Vulnerabilities

IBM has released a security update addressing multiple vulnerabilities that exist in their
products. These vulnerabilities could be exploited by malicious users to compromise the
affected systems.

IBM advises to apply these security fixes at your earliest to protect your systems from
potential threats.

IBM Web Server

e IBM Web Server Plug-ins for IBM WebSphere Application Server and WebSphere
Application Server Liberty - Versions 8.5 & 9.0

e |BM HTTP Server - Version 9.0

e IBM WebSphere Application Server - Versions 8.5 & 9.0

e |BM WebSphere Application Server - Liberty Versions 17.0.0.3 - 26.0.0.6

MongoDB Enterprise Advanced with IBM

e Ops-Manager 8.0.0-8.0.21

e migrator 1.0.0-1.15.9

e  jdbc-driver 3.0.0-3.0.5

e QRadar - Version 7.5.0

Db2 Query Management Facility Versions - 12.2.0.5, 13.1, 13.1.3, 13.1.2, 13.1.1

IBM Security Verify Directory - Versions 10.0.0-10.0.4

IBM Verify Directory - Versions 11.0.0.0

Yes

Yes

https://www.ibm.com/support/pages/bulletin/

The information provided are gathered from official service provider's websites and portals. FinCSIRT strongly

recommends members to apply security fixes as per the given guidelines, following the organization's patch and change

management procedures to protect systems from potential threats.
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