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Overview 

Vendor Severity Vulnerability 

Red Hat High Multiple Vulnerabilities 

IBM High Multiple Vulnerabilities 

Description 

Vendor Red Hat 

Severity High 

Affected Vulnerability 

Multiple Vulnerabilities (CVE-2026-29063, CVE-2026-33186, CVE-2026-27140, CVE-

2026-27143, CVE-2026-27144, CVE-2026-34043, CVE-2026-34986, CVE-2026-35469, 

CVE-2026-4878, CVE-2026-35385, CVE-2026-35535, CVE-2026-39979, CVE-2026-

40164, CVE-2026-41035, CVE-2026-43037, CVE-2026-43284, CVE-2026-46300, CVE-

2026-46331, CVE-2026-1519, CVE-2026-46243) 

Description 

Red Hat has released security updates addressing multiple vulnerabilities that exist 

in their products. These vulnerabilities could be exploited by malicious users to 

compromise the affected systems. 

Red Hat advises to apply these security fixes at your earliest to protect your systems 

from potential threats. 

Affected Products 

 Red Hat OpenShift Container Platform 4.12 (RHEL 8/9): x86_64, aarch64, 

ppc64le, s390x 

 Red Hat OpenShift Container Platform 4.17 (RHEL 8/9): x86_64, aarch64, 

ppc64le, s390x 

Officially Acknowledged by 

the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference 

 https://access.redhat.com/errata/RHSA-2026:34048 

 https://access.redhat.com/errata/RHSA-2026:34098 

 https://access.redhat.com/errata/RHSA-2026:34049 

 https://access.redhat.com/errata/RHSA-2026:34099 

 

Vendor IBM 

Severity High 

Affected Vulnerability Multiple Vulnerabilities (CVE-2025-66293, CVE-2025-65018, CVE-2025-64720) 

Description 

IBM has released a security update addressing multiple vulnerabilities that exist in 

their products. These vulnerabilities could be exploited by malicious users to 

compromise the affected systems. 

IBM advises to apply these security fixes at your earliest to protect your systems 

from potential threats. 

Affected Products IBM Verify Identity Access versions 11.0 - 11.0.2 and 10.0 - 10.0.9.1 

Officially Acknowledged by 

the Vendor 
Yes 

Patch/ Workaround 

Released 
Yes 

Reference https://www.ibm.com/support/pages/node/7279681 

 

Disclaimer 

The information provided are gathered from official service provider's websites and portals. FinCSIRT strongly 

recommends members to apply security fixes as per the given guidelines, following the organization's patch and change 

management procedures to protect systems from potential threats. 
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