Advisory Alert

Alert Number: LY.VAVIepISeryzi Date: August 24, 2026

Document Classification Level : [gilJi{eNelgeIEYdle]olTaas]iad=Te MMV]o]1 e

Information Classification Level : [AWVAINIS

Overview

Vendor Severity ‘ Vulnerability

Dell High Multiple Vulnerabilities

Description

Vendor ‘ Dell

Severity ‘ High

Multiple Vulnerabilities (CVE-2026-3592, CVE-2026-5946, CVE-2026-5950, CVE-2026-
3593, CVE-2026-3039, CVE-2026-35058, CVE-2026-40215, CVE-2026-12318, CVE-
2026-11824, CVE-2026-11822, CVE-2026-11645, CVE-2026-6653, CVE-2026-34743,
CVE-2026-28387, CVE-2026-2673, CVE-2026-31790, CVE-2026-28388, CVE-2026-
28389, CVE-2026-31789, CVE-2026-28390, CVE-2026-42770, CVE-2026-45447, CVE-
2026-34182, CVE-2026-42769, CVE-2026-42766, CVE-2026-34180, CVE-2026-7383,
CVE-2026-9076, CVE-2026-42768, CVE-2026-45445, CVE-2026-45446, CVE-2026-
42767, CVE-2026-3832, CVE-2026-5260, CVE-2026-33846, CVE-2026-3833, CVE-
2026-42012, CVE-2026-42014, CVE-2026-5419, CVE-2026-33845, CVE-2026-42015,
Affected Vulnerability CVE-2026-42009, CVE-2026-42010, CVE-2026-42013, CVE-2026-42011, CVE-2026-
40226, CVE-2026-24401, CVE-2026-34933, CVE-2026-4878, CVE-2026-46469, CVE-
2026-46470, CVE-2026-32741, CVE-2026-32814, CVE-2026-32882, CVE-2026-27135,
CVE-2026-41035, CVE-2026-43617, CVE-2026-43618, CVE-2026-43619, CVE-2026-
43620, CVE-2026-45232, CVE-2026-29518, CVE-2026-50593, CVE-2026-4424, CVE-
2026-4426, CVE-2026-5121, CVE-2026-42046, CVE-2026-10118, CVE-2026-44656,
CVE-2026-45130, CVE-2026-42307, CVE-2026-43961, CVE-2026-46483, CVE-2026-
47162, CVE-2026-52859, CVE-2026-52860, CVE-2026-47167, CVE-2026-52858, CVE-
2026-5958, CVE-2026-41254, CVE-2026-34080, CVE-2026-42308, CVE-2026-42310,
CVE-2026-61419)

Dell has released a security update addressing multiple vulnerabilities that exist in
their products. These vulnerabilities could be exploited by malicious users to
Description compromise the affected systems.

Dell advises to apply these security fixes at your earliest to protect your systems
from potential threats.

Multiple Products utilizing ThinOS 10 versions prior to:
Affected Products e 2605 10.2518
e Google_Chrome_150.0.7727.55.44 T1

Officially Acknowledged by
the Vendor

Yes

Patch/ Workaround
Released

Yes

https://www.dell.com/support/kbdoc/en-us/000496575/dsa-2026-350-security-

Reference ) . o
update-for-dell-thinos-10-for-multiple-vulnerabilities

Disclaimer

The information provided are gathered from official service provider's websites and portals. FinCSIRT strongly
recommends members to apply security fixes as per the given guidelines, following the organization's patch and change
management procedures to protect systems from potential threats.
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